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OITPEAEJIEHUS

B nHacTosimiemM NOKyMEHTE UCIOIb3YIOTCS CIEAYIOIINE TEPMUHBI U UX OIpeE/e-
JICHUSL.

ABTOMATH3MPOBAHHASL CHCTEMa — CHCTEMa, COCTOAINAs W3 IMepcoHala u
KOMIUJIEKCA CPEACTB aBTOMATHU3ALUU €ro JEATENbHOCTH, pean3yromas nHpopMaIu-
OHHYIO TEXHOJIOTHIO BBIMIOJTHEHUS! YCTAHOBIEHHBIX (DYHKIIHIM.

AyTeHTH(UKAIUS OTHPABUTENA JTAHHBIX — MMOATBEPKICHAE TOTO, YTO OT-
[PaBUTENb MOJYYEHHBIX JAHHBIX COOTBETCTBYET 3asIBICHHOMY.

be30nacHOCTh MEePCOHANBbHBIX JAHHBIX — COCTOSIHUE 3allIUIIEHHOCTH MEPCOo-
HaJbHBIX JIAHHBIX, XapaKTEPU3yEeMOE€ CIIOCOOHOCTHIO MOJIH30BATENCH, TEXHHUUECKUX
CpPeICTB U HMH(POPMAIIMOHHBIX TEXHOJIOTHH 00ecreunTh KOH(PHICHINAIBHOCTD, I1e-
JIOCTHOCTh U JIOCTYITHOCTb MEPCOHANBHBIX JAHHBIX MPU X 00paboTKe B MH(pOpMaLU-
OHHBIX CHCTEMaX MEePCOHABHBIX JTAHHBIX.

BuoMerpuyeckue nepcoHaabHbIe JaHHbIE — CBEJCHUS, KOTOPHIE XapaKTepH-
3yI0T (PU3HOJOTUYECKHE OCOOEHHOCTH YEJIOBEKA U Ha OCHOBE KOTOPBIX MOKHO yCTa-
HOBUTH €r0 JINYHOCTh, BKItoUast ororpadun, OTEeYaTKy MajbleB, 00pa3 CETYATKU
rj1a3a, 0COOCHHOCTU CTPOEHUS TeJia U JPYTYI0 MOI00HYI0 HH(POpMAIIHIO.

BiokupoBaHne nepcoHANBbHBIX JAHHBIX — BPEMEHHOE MpEKpalieHue coopa,
CUCTEMATHU3AlINK, HAKOIUICHHMSI, HMCIOJb30BAHMS, PACIPOCTPAHECHHUS, MEPCOHATBHBIX
JTAHHBIX, B TOM YHCJIC UX Mepeavu.

Bupyc (KOMIbHOTEPHBIH, NMPOrPAMMHBIN) — HUCIOJHAEMBIA TPOTPAMMHBIN
KOJI WJIM MHTEPIIPETUPYEMbIi HA00p MHCTPYKITUH, 00IaTat0IINiA CBOMCTBAMH HECAHK-
IMOHUPOBAHHOT'O PaCIpOCTpaHeHUs] U camoBocipousBeaeHus. Co3aaHHble 1y0MKa-
Thl KOMIIBIOTEPHOTO BHUpPYCa HE BCETJa COBMAJAIOT C OPUTHMHAJIOM, HO COXPAHSIOT
CHOCOOHOCTD K JaJbHEHUILIEMY pacPOCTPAHEHUIO U CAMOBOCIIPOU3BEICHUIO.

Bpenonocnasi mporpamMma — nporpamma, MpeJHa3HadyeHHas ISl OCYIIEeCTB-
JIEHUSI HECAHKIIMOHMUPOBAHHOTO JOCTyNa M (MJM) BO3ACUCTBUS Ha MEPCOHAIbHBIC
JTAHHBIE WK pecypchbl MHPOPMAIIMOHHON CUCTEMbI IEPCOHAJIBHBIX IAHHBIX.

BcnoMorarteibHble TEXHUYECKHE CPEICTBA U CUCTEMbI — TEXHUYECKHUE CPeJl-

CTBa U CUCTCMBbI, HC IIPCAHA3HAYCHHBIC OJIA IICpCaAadn, 06pa6OTKI/I N XPaHCHUS IICPCO-
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HaJIbHBIX JJAHHBIX, YCTAaHABIIMBAEMbIC COBMECTHO C TEXHUYECKHMHU CPEICTBAMU H CH-
cTeMaMu, MpeHa3HaYeHHBIMH Il 00pabOTKU MEePCOHATBHBIX JTAHHBIX WM B TIOME-
IICHUSAX, B KOTOPBIX YCTAHOBJIEHbI HMH(OPMAIMOHHBIE CHUCTEMBI MEPCOHATBHBIX
JTAHHBIX.

JocTyn B onepauMoHHYI0 cpeay KoMIbTepa (MH(OPMAIIMOHHON CUCTe-
MbI NEPCOHAJIBHBIX JAHHBIX) — MOJIyYEHUE BO3MOXKHOCTHU 3aITyCKa Ha BBIITOJIHE-
HHUE IITaTHBIX KOMaHJ, (DyHKIIMH, MPOLEIyp ONEpalliOHHON CUCTEMbI (YHUUTOXKE-
HUSI, KOIUPOBAHUSI, MEPEMENICHHUS] U T.I.), UCIOJHSAEMBIX (DalIOB MPUKIAIHBIX
IPOrpamm.

Joctyn K nHopManuM — BO3MOXXHOCTb MOTy4YEHHs MHPOPMALMU U €€ HC-
MOJIb30BAHUSI.

3aki1aI04HO€e YCTPOHCTBO — 3JIEMEHT CPEJICTBA CheMa MH(POPMAITUH, CKPBIT-
HO BHEJIPSIEMbIN (3aKJIaIbIBa€MbIi MM BHOCUMBIN) B MECTa BO3MOXKHOIO CheMa MH-
dbopMarmu (B TOM UYHUCIIe B Orpak/IeHUE, KOHCTPYKIIMIO, 000PYIOBaHUE, TIPEIMETHI
MHTEPHEPA, TPAHCIIOPTHBIE CPEACTBA, a TAKKE B TEXHUUYECKUE CPEJICTBA U CUCTEMBbI
00paboTku nHbOpMAaIUN).

Zamumaemasi uHgopmanusi — uHGOPMAIHS, SBIISIOMASICS MPEIMETOM COO-
CTBEHHOCTH U TOJIJIC)KAINAS 3AIUTE B COOTBETCTBUH C TPEOOBAHUSMHU TIPABOBBIX J0-
KyMEHTOB WJIM TPeOOBaHUSIMH, YCTaHABIMBAEMbIMA COOCTBEHHUKOM MH(OpMAIIIH.

Nnentndukanusi — npucBoeHre CyObeKTaM U 00bEeKTaM JI0CTyIa UACHTU(H-
KaTopa 1 (WIM) CpaBHEHHE MPEIbABISIEMOro WACHTU(PHUKATOpa C TIEpEYHEM MPHUCBO-
CHHBIX UIEHTU(DUKATOPOB.

NHudopMaTHBHBIN CUTHAJ — 3JIEKTPUUECKHAE CUTHAJIBI, aKyCTUUECKUE, DJICK-
TPOMAarHUTHBIC U JIpyrue (PU3NYeCKUe IMoJis, MO MapaMeTpaM KOTOPbIX MOXKET OBbITh
packpeiTa KoHpUIeHIMAIBbHAS nHopMaIysl (TIepcoHalIbHBIC JaHHbIC) 00padaThIBa-
emasi B TH()OPMAITMOHHOMN CHCTEME TIEPCOHATBHBIX TAHHBIX.

Nudopmanuonnasi cucrema nepcoHanbHbix AaHHbIX (MCIIAn) — undop-
MAaIlMOHHAs CHUCTEMa, MPEICTABIIIONIasi COO0H COBOKYITHOCTh MEPCOHAIBHBIX JaH-

HBIX, COICpXKAIIUXCS B 0a3e IaHHBIX, a TAKXKE WH(OOPMAITMOHHBIX TEX HOJIOTHH U TEX-
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HUYECKUX CPEJICTB, MO3BOJISIOIINX OCYIICCTBISITh 00pabOTKY TaKUX MEPCOHATBHBIX
JAaHHBIX C MCIIOJIB30BAHHUCM CPCJCTB aBTOMATU3allNH WJINU 0€e3 UCIIOIB30BAHUS TaAKUX
CpEICTB.

NudopmanuoHHbIe TEXHOJIOTHM — TIPOIIECCHI, METOIbI TIOMCKA, cOopa, Xpa-
HEHUsI, 00paOOTKH, TPEIOCTABJICHHUS, PACIPOCTPaHEHUS WH(POPMAIMK U CIIOCOOBI
OCYIIECTBIIEHHUSI TAKUX MPOIECCOB U METO/IOB.

Hcnosib30BaHne MEPCOHATBHBIX JAHHBIX — JICHCTBHs (OMEpaIMU) C MepCco-
HaJIbHBIMH OdHHBIMH, COBCPIIACMBIC OIICPATOPOM B HCIIAX IMPHUHATHA peIHeHI/Iﬁ 01051
COBCPIICHUA HWHBIX HCﬁCTBHﬁ, IMOPOKAAOMKUX HOPUIUICCKUEC ITOCIICACTBUSA B OTHO-
HICHUN CYOBEKTa MEePCOHANBHBIX JAHHBIX WM JIPYTUX JIMIl JUO0 MHBIM 00pa3oM 3a-
TparuBaromiux IpaBa u CBO6OI[BI CY6’B€KT3 NCPCOHAIBHBIX AaHHBIX WJIN APYTI'UX JIMII.

Hcrounuk yrpo3bl 6e3onmacHocT HH(pOpMALMU — CYyOBEKT JIOCTYyIa, Mare-
pUAITbHBI O0BEKT WM (PU3NUECKOE SIBJIICHUE, SBISIIOLIMECS MPUUYMHON BO3HUKHOBE-
HUS yTPO3bl 0€30MaCHOCTH UHGOPMAIUH.

KoHTposmpyemasi 30Ha — IPOCTPAHCTBO (TEPPUTOPHUS, 3TaHUE, YACTh 3/1aHUS,
MOMEIEHKE), B KOTOPOM UCKITIOYEHO HEKOHTPOJIMPYEMOE MPeObIBaHNE TOCTOPOHHUX
JIALL, a TAKKe TPAHCTIOPTHBIX, TEXHUUECKUX M MHBIX MaTEePUAIIbHBIX CPEJICTB.

KonpuaeHnmaabHOCTh NMEPCOHAIBHBIX JAAHHBIX — 00s3aTeIbHOE VIS CO-
OJTFOZICHUSI OTIEPATOPOM HMJIA WHBIM TIOJTYYHBIIAM JOCTYI K MEPCOHATBHBIM JaHHBIM
JUIIoM TpeOOBaHUE HE JIOMyCKaTh UX PacpoCTpaHeHne Oe3 coryiacusi CyOneKTa Tmep-
COHAIBHBIX JJAHHBIX WJIM HAJTMYXS THOTO 3aKOHHOTO OCHOBAHMSL.

MesxceTeBoil 3KpaH — JOKAILHOE (OJHOKOMIIOHEHTHOE) WM (PYHKIIMOHAIb-
HO-pacrpeesieHHOe TMPOrpaMMHOE  (IIPOrpaMMHO-aNIapaTHOe) CPEeICTBO  (KOM-
TUIEKC), PeasT3yIoIee KOHTPOJb 32 MH(pOpMAIIMeH, MTOCTyMAkoIIeH B MH()OpMaIoH-
HYIO CHUCTEMY MEPCOHAIBHBIX JAHHBIX U (MJIM) BBIXOASILIEH W3 MHPOPMALIMOHHOU
CUCTEMBI.

Hapymmrens 6€30MacHOCTH MEPCOHAIBHBIX JAHHBIX — (DU3MYECKOE JIUIIO,

CJIy4allHO WM HPEIHAMEPEHHO COBEPILIAIOLIEE JCUCTBUS, CIIEACTBUEM KOTOPBIX SIBJISI-



€TCsl HapylIeHne 0€30MacCHOCTH MEPCOHANTBHBIX JTJAHHBIX MPU UX 00pabOTKe TEXHUYe-
CKHMHU CPEJICTBAaMU B MH(GOPMAIIMOHHBIX CUCTEMAaX MEePCOHATBHBIX TAaHHBIX.

HeaBTOMaTHBHpOBaHHaH OﬁpﬂﬁOTKa NEPCOHAJTbHBIX JaHHBIX — 06pa60TKa
MMCPCOHAJIBHBIX AAHHBIX, COACPIKAIIUXCA B HH(I)OpMaHHOHHOfI CUCTEMC IICPCOHAIb-
HBIX JAaHHBIX JIN0O0 HW3BJIICUEHHBIX W3 TaKOU CHUCTCMBI, CUHUTACTCA OC}’H.[CCTBJICHHOﬁ
0e3 HCIIO0JIL30BaHU CPCACTB aBTOMATU3allUN (HCaBTOMaTHSHpOBaHHOﬁ), CCJIN TaKHe
I[CI\/JICTBHH C IICPCOHAJIBHBIMU AAHHBIMH, KaK HCIIOJb30BAHUC, YTOYHCHHC, PACIIpO-
CTPaHCHUC, YHUUTOKCHUC IMCPCOHAIIbHBIX JAHHBIX B OTHOIICHHUU KAXXKIAOI'0 M3 CY6’[>-
CKTOB IICPCOHAJIBHBIX AAdHHBIX, OCYIICCTBJIAIOTCA IIPpU HCIIOCPCACTBCHHOM YYAdCTHHU
YeJI0BeKa.

HenexknapupoBaHHble BO3MOKHOCTH — (YHKIIMOHATBHBIE BO3MOXKHOCTHU
CPEJICTB BBIUMCIIMTEILHON TEXHUKH, HE OIMMCAHHBIE UM HE COOTBETCTBYIOIIME OIHU-
CaHHBIM B JIOKYMEHTAIIMHU, MPU HUCHOJIb30BAHUM KOTOPHIX BO3MOXKHO HapYIIICHUE
KOH(HUICHITUAILHOCTH, AOCTYITHOCTH WJIM IIEJIOCTHOCTH 0OpabaThiBaeMoil HHOOP-
MallHH.

HecaHKIIMOHMPOBAHHDBIN 0CTYNl (HECAHKIMOHMPOBAHHbIC [EHCTBUS) —
JOCTYT K UH(OpMAIIMK WK JISHCTBUS ¢ MH(pOpPMALIMEH, HapyIIIarolie MpaBuiia pas-
rpaHUYEHUsI IOCTyTa C UCIIOJIb30BAHUEM IITATHBIX CPEJICTB, MPEIOCTABIISIEMbIX MH-
dbopMallMOHHBIMU CUCTEMAaMU MEPCOHAIIBHBIX JAHHBIX.

Hocurenb undgopmanmu — Gu3ndeckoe IO WK MaTepUATbHBINA OOBEKT, B
TOM 4YHciIe (PU3UIECKOE TI0JIe, B KOTOPOM HMH(OPMAITHS HaXOIUT CBOE OTPAKCHHEC B
BHJIC€ CMBOJIOB, 00Pa30B, CUTHAJIOB, TEXHUYECKUX PEIICHUA U MPOIIECCOB, KOJIUYE-
CTBEHHBIX XapaKTEPUCTUK (PU3UIECKUX BEITUUHH.

O0e3nunBaHue MEPCOHAJIBHBIX JTAHHBIX — JICUCTBUS, B PE3yJbTaTe KOTO-
PBIX HCBO3MOXHO OIPCACINTb NPUHAMIC)KHOCTb IEPCOHAJIBHBIX JaHHBIX KOHKPCT-
HOMY CyOBEKTY NEPCOHAIIBHBIX TAHHBIX.

O0paboTKka NepcOHAILHBIX JAHHBIX — JICUCTBUS (OTEpalMK) C MEPCOHAITb-
HBbIMHU JJAHHBIMU, BKJTFOUasi COOp, CUCTEMATHU3all|I0, HAKOIUICHUE, XPaHEHUE, YTOUHE-

HHUC (06HOBH€HI/IG, I/IBMCHCHI/IC), HCIIOJIb30BAHUC, PACIIPOCTPAHCHUC (B TOM YHCIIC
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nepeqady), o0e3TMYUBaHUE, OJOKUPOBAHUE, YHUUYTOXKEHUE MEPCOHAIBHBIX JIaH-
HBIX.

OO01en0cTYIHBIC NTEPCOHAJIBHBIC JaHHbIC — IEPCOHANBHBIE JAHHBIE, TOCTYI
HEOTPAHUYEHHOT'O KpyTa JIUI] K KOTOPBIM IPEIOCTABIICH C COTIAacUs CyOBEeKTa mepco-
HaJIbHBIX JAaHHBIX HJIM Ha KOTOPBLIC B COOTBCTCTBUHU C CI)@I[CpELHBHBIMI/I 3aKOHaMH HE
pacrpocTpaHnsieTcs TpeOoBaHue COOMIOICHNST KOHPHICHIIUATBHOCTH.

Onepartop (mepcoHATbHBIX JAAHHBIX) — TOCYIAPCTBEHHBIM OpraH, MyHHLIU-
NaJbHBIA OpraH, IOPUAMYECKOE WM (PU3HUYECKOE JIMIIO, OpraHu3yomee U (W)
OCYIIIECTBIIIONIEE 00PaOOTKy MEPCOHANBHBIX JAHHBIX, a TAK)KE OTMPEACIISFOIINE T1e-
JIM ¥ COJIepKaHue 00padOTKH MEPCOHAIBHBIX TaHHBIX.

Texnnueckue cpeacrsa HUHGPOPMALUMOHHON CHUCTEMbI NEPCOHATIBHBIX
JAHHBIX — CPEJICTBA BIYUCIUTEIBHON TEXHUKH, UH(DOPMAIIMOHHO-BHIYUCIUTEIILHBIC
KOMIUIEKChI U CETH, CPEICTBa U CHUCTEMBbI Tepenauu, nprema u obpabotku [1/1H
(cpenctBa M CUCTEMBI 3BYKO3alKCH, 3BYKOYCHJICHHS, 3BYKOBOCIIPOM3BEICHUS, TIEpe-
TOBOPHBIE U TEJIEBU3UOHHBIE YCTPOKCTBA, CPEJICTBA M3TOTOBJICHUS, TUPAKUPOBAHUS
JOKYMEHTOB U JpPYr€ TEXHUYECKHE CpE/ICTBa 00pabOTKU peueBOM, rpaduyecKon,
BUICO- U OYKBEHHO-1IM(PPOoBOM MHPOpMAaIH), MPOrpaMMHBIE CPEJICTBA (OTEepaIMOH-
HBIE CUCTEMBI, CUCTEMBI yIIpaBJICHHs 0a3aMu JJAHHBIX U T.I1.), CPEJICTBA 3allUThI HH-
dhopmaru, IpuMeHsIeMbIe B TH(POPMAITMOHHBIX CHCTEMAaX.

IlepexBar (MuH(pOpMauMu) — HEMPABOMEPHOE TMOTyYeHUE MH(MOPMAIUU C KC-
MMOJIb30BAHHUCM TCXHHUYCCKOI'O CPCACTBA, OCYIICCTBIIAOIICTO O6H3pY)KeHI/Ie, IIpUcM 1
00paboTKy HH()OPMATUBHBIX CUTHAJIOB.

IlepcoHasibHbIE JaHHBIE — JTF00ast HHMOPMAITHSI, OTHOCAIIASACS K OMpPEeICH-
HOMY WJIM OIpeNIesieMOMY Ha OCHOBAaHUHU TakoW HHQOpMAIu (PU3NIECKOMY JIHILY
(cyOBeKTy MepCOHANIbHBIX JaHHBIX), B TOM YHCIIEe ero (pamuins, uMs, OTYECTBO, TOJI,
MECSIIl, JaTa U MECTO POXKICHUs, aJpec, CeMEHOe, COIUAbHOe, UMYIIECTBEHHOE
MoJIOKEeHHE, 00pa3zoBaHue, mpodeccusi, J0X0Abl, Ipyras uHGoOpMaIus.

Io6ouHbBIE 3JIEKTPOMATHUTHBIE W3JIy4YeHUsI M HABOJAKH — JJICKTPOMArHUT-

HbIE M3JIy4YEHHUS! TEXHUYECKUX CPEACTB 0OpabOTKH 3ammiaeMon nmH(opmanuu, BO3-



HUKAIONIME KaK MOOOYHOE SIBJICHHE W BhI3BAHHBIE SJIEKTPUYECKUMU CUTHAJIAMHU, JIeH-
CTBYIOIIIMMH B UX DJICKTPUUYCCKUX W MArHUTHBIX IETIAX, & TAKXKE DJICKTPOMATHUTHBIC
HABOJIKU 3TUX CUTHAJIOB Ha TOKOMPOBOSIINE JUHUU, KOHCTPYKIIMU U LMY MUTAHUS.

IMoUTHKA «YHUCTOTO CTOJIA» — KOMIUIEKC OPTaHU3AlMOHHBIX MEPOIPHITHH,
KOHTPOJUPYIOIMIUX OTCYTCTBHUE 3aMMChIBAaHUS Ha OYMa)KHbIC HOCUTENIH KITFOUeH U aT-
puOyTOB focTyna (Taposeil) u XxpaHeHust uxX BOIM3U 00BEKTOB JIOCTYIIA.

IMosb30BaTe/ b HHPOPMALMOHHONH CHCTEMbI MEPCOHAJIBLHBIX TAHHBIX — JTU-
110, y4acTBytoIee B (PyHKIIMOHUPOBAHUH UH(POPMAIIMOHHON CUCTEMBI MEPCOHAILHBIX
JAHHBIX WM MCTIOIB3YIONIEe PE3YNIbTATHI €€ (QyHKIIMOHUPOBAHWSI.

IIpaBuia pasrpaHuyeHHsi AOCTYNAa — COBOKYITHOCTh TPAaBWJI, PErIaMEHTH-
PYIOIIUX TIpaBa JOCTyIa CyOBEKTOB JOCTYIAa K 00BEKTaM JOCTYIIA.

IIporpaMmMHasi 3aKJaJKa — KOJI MPOTPaMMBbI, MPETHAMEPEHHO BHECCHHBIN B
MPOrpaMMy C IIEJIbIO0 OCYIIECTBUTh YTEUKY, U3MEHUTh, OJOKUPOBATH, YHUUTOKHUTH
uHGOPMAIMIO WM YHUYTOXKUTh M MOJAUQPHUIIMPOBATH MPOrpPaMMHOE OOecredeHHue
MH()OPMAIIMOHHOW CUCTEMBI NMEPCOHANIBHBIX JIAHHBIX U (WJIM) OJIOKUPOBATH armapaT-
HBIE CPEJICTBRA.

IIporpamMMHoe (MPOrpaMMHO-MAaTEMATHYECKOE) BO3AeMCTBHE — HECAHKIIU-
OHHPOBAHHOE BO3/ICHCTBHE HAa PECYypChl aBTOMATU3UPOBAHHOW MH(POPMAIIMOHHOHN CH-
CTEMBI, OCYIIECTBIIIEMOE C HCIIOJIh30BAHUEM BPEIOHOCHBIX MPOTPaAMM.

PackpbiTie NMepPCOHAJBHBIX JAHHBIX — YMBIIUICHHOE WU CIydallHOE Hapy-
HeHrue KOHPUACHIIMATHFHOCTH MEPCOHATBHBIX JTAHHBIX.

PacnpocTpaHeHne NMepCOHAJBHBIX TAHHBIX — JECHCTBUS, HaIllpaBJICHHBIC HA
nepenayy NEpPCOHAJIbHBIX JAHHBIX OIpPEAEICHHOMY Kpyry Juil (mepegadya mepco-
HAJIBHBIX JAHHBIX) WM HA O3HAKOMJICHHWE C TIEPCOHAIBHBIMHU JTaHHBIMU HEOTPaH HU-
YCHHOTO KpyTa JIMIl, B TOM YHCIIe OOHApOJOBAaHKWE NMEPCOHAIBHBIX JAHHBIX B CPEJI-
CTBax MacCOBOM uHbopMaIm, pa3melnieHue B uH(OPMAITMOHHO -
TEJICKOMMYHHUKAIIMOHHBIX CETSIX WJIM TPEIOCTaBICHUE JOCTyIMa K IMEePCOHAIBHBIM

JaHHBbIM KaKHUM-JINOO WHBIM CITOCOOOM.



Pecypc mndpopmManiuoHHOM CHCTEMbI — UMEHOBAHHBIA 3JIEMEHT CHUCTEMHOTIO,
NPUKIIAJHOTO WJIM ammapatHoro obecrieueHust (PyHKIIMOHUPOBAHUS HH(OpMAI OH-
HOU CHCTEMBL.

CnenmnajibHble KATETOPHH MEPCOHAJBHBIX JAHHBIX — IEPCOHATBLHBIC JaH-
HBIC, KaCaromuecAa paCOBOﬁ, HaHHOHaHBHOﬁ MPUHAAJICIKHOCTH, IOJIMTUICCKUX B3IJIA-
JIOB, PEIIMTHO3HBIX WK (PriIocOMCKUX yOSKICHHIA, COCTOSHUS 370POBbsSI © HNHTUMHOU
XKU3HU CyOBEKTa MEPCOHATBHBIX IAHHBIX.

CpencrBa BbIMMCJIUTEIbHON TEXHHKH — COBOKYITHOCTh MPOTPaMMHBIX U
TEXHUYECKUX DSJIEMEHTOB CHCTEM OOpa0OTKH JAHHBIX, CIIOCOOHBIX (DYHKIIHOHHPO-
BaTh CAMOCTOATENBHO WJIA B COCTABE APYTUX CUCTEM.

Cy0bekT mocryna (Cy0ObeKT)— JMIO0 WM MPOLECC, AEUCTBUS KOTOPOTo pe-
IJIAMEHTHPYIOTCS TPABUJIAMHU PAa3rpaHUYCHUA T10CTYIA.

TexHnyeckuii KaHAJI YTeYKH UH(POPMALUM — COBOKYITHOCTb HOCUTEIIS UH-
dhopmarmu (cpemcTBa 00padOTKH), (PU3MUIECKOM Cpepl pacpocTpaHeHusT HHpopMa-
TUBHOTO CUTHAJIa ¥ CPEJICTB, KOTOPHIMU JOOBIBACTCS 3allUIllaeMasi THpopMaIiusi.

TpancrpanunyHasi mepeaadya MepPCOHAJIbHBIX AAHHBIX — Iepeaada Iepco-
HaJIBHBIX JAHHBIX oneparopoM uepes ['ocymapctBenHyro rpanuny Poccuiickoint de-
JIepary OpraHy BJIacCTH WHOCTPAHHOTO TOCYJIapCTBa, (GU3NYECKOMY WM FOPHUIHY e-
CKOMY JIMIY HHOCTPAHHOTO I'OCY1apCTBa.

Yrpo3bl 0€30I1aCHOCTH NEPCOHATIBHBIX JJAHHBIX — COBOKYITHOCTh YCJIOBUW U
(hakTOpOB, CO3/1AOIINX OMACHOCTh HECAHKITMOHUPOBAHHOTO, B TOM YHCIIE CITy4aitHO-
ro, J0CTyNa K MEPCOHAIBHBIM JAHHBIM, PE3YJIBTATOM KOTOPOrO MOXET CTaTh YHU-
YTOXKEHUE, W3MEHEHHE, OJIOKUPOBAHWE, KOIMPOBAHUE, PACIPOCTPaHEHHE IIepPCo-
HAJIPHBIX JAaHHBIX, a TAK)K€ WHBIX HECAHKITMOHMPOBAHHBIX JCHUCTBUI MPH UX 0Opa-
00TKe B MTHPOPMAITMOHHOW CHCTEME TIEPCOHATLHBIX JTAHHBIX.

YHHMUTOKEHHE NMEPCOHAIBHBIX JAHHBIX — JICWCTBUS, B PE3YJIBTATE KOTOPBIX
HEBO3MOXKHO BOCCTAHOBUTH COJICp)KaHUE TMEPCOHATBHBIX JIAHHBIX B WH(OPMAIIMOH-
HOM CHCTEME TEPCOHAIBHBIX JAHHBIX WM B PE3YJIbTATE KOTOPBIX YHUUYTOKAKOTCS
MaTepuaJbHbIE HOCUTEIIN NEPCOHAIBHBIX JAaHHBIX.
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Yr1euka (3amminaemoil) HH(pOPMALMH MO0 TEXHUYECKUM KAHAJIAM — He-
KOHTPOJIMPYEMOE PACIPOCTpaHEHHE MH(POPMAIIMU OT HOCUTENS 3alUIAeMON WH-
dbopmaru yepe3 PU3NIECKyro Cpey 0 TEXHUYECKOTO CPEACTBA, OCYILECTRIISIONIE-
ro rnepexnar uHGOpMaIIu.

YupeikaeHue — yupexaeHus 3ApaBOOXpPaHEHUs], COIMAIbHON chepsl, Tpyaa u
3aHSTOCTH.

YAa3BUMOCTB — CJ1a00CTh B CPEACTBAX 3allIMThI, KOTOPYIO MOXKHO HCIIOJIB30-
BaTh JJIs1 HAPYIIICHUS] CUCTEMBI WM COAEpIKaIleiCsl B HEMl nHGopMaIuu.

HesocTHOCTH HHGOPMAIIMH — CIIOCOOHOCTb CPEJICTBA BHIYUCIUTEILHON TEX-
HUKH WM aBTOMAaTH3MPOBAHHOW CHCTEMBI 00€CIeUrBaTh HEM3MEHHOCTh MH(OpMa-

IIH B YCTIOBUSIX CITy4aitHOTO W/WJIM MPETHAMEPEHHOTO UCKaKEHUS (pa3pyIeHus).
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OBO3HAYEHUSA N COKPALLIEHUSA

ABC — anTuBUpYCHBIE CpeCTBa

APM —aBTOMaTH3UPOBAHHOE PAdOYEE MECTO

BTCC — BcriomorarenbHble TEXHUYECKUE CPENCTBA U CUCTEMBI
NCTI /11 — nadopmalimoHHas cuctemMa epCOHaIbHBIX JaHHBIX
K3 — koHTpONIMpyemas 30Ha

JIBC — nokasnbHasi BBIMUCIUTEbHAS CETh

MD — MexceTeBoM dKpaH

HC/I — HeCaHKIIMOHMPOBAaHHBIN JTOCTYTI

OC — onepaliioHHas cUCTEMa

[1/TH — nepcoOHAIbHBIE TaHHBIE

[IMB — nporpaMmmMHO-MaTEMaTHYECKOE BO3ACHUCTBUE

[1O — nporpamMmmHoOe obOecrieueHne

[ITOMHUH — noOoYHbIE ANIEKTPOMATHUTHBIE N3TYYEHUS U HABOIKU
CA3 — cucrema aHanu3a 3alMILIEHHOCTH

C3U — cpeacTra 3amuThl HHPOpPMAITUN

C3I1Jn — cucrema (moacucTema) 3aiuThl IEPCOHANBHBIX JAHHBIX
COB — cucremMa 0OHapy>KEHHS BTOPKEHUN

TKY U1 — Texandeckuie KaHalbl yTEUKH HH()OpMaLIK

VYBI1/IH — yrpo3bl 0€30MacHOCTH MEPCOHATLHBIX JAHHBIX
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BBEJAEHUE

Hacrosimas Ilomutuka wuHOpManMOHHONW 0€30MacHOCTH YUPEKIACHUS
OI'OBY CIIO «bupoOumKaHCKUNA MEIUIIMHCKHN KOJUISIK», pa3padoraHa MwuHU-
CTEPCTBOM 3paBOOXPAHEHUS U COIMAIbHOTO pa3Butusi PO, sBnsercs odpuunaibHbIM
JIOKYMEHTOM.

[TonuTuka pa3zpaboTaHa B COOTBETCTBUHU C IEISIMH, 3a/la4aMHi ¥ TIPUHIIUIIAMHU

o0ecneyeHuss 0€30aCHOCTH IIEPCOHAIbHBIX JAaHHBIX M3JIOKCHHBIX B KOHHCHHI/II/I HH-

dbopmarmmonnoii 6e3onacaoctu MUCITJ YupexneHus.

[Tonutuka paspaboTaHa B COOTBETCTBUM ¢ TpeOoBaHusiMU DenepanbHOro 3a-
koHa oT 27 urons 2006 r. Ne 152-D3 «O nepcoHanbHBIX JaHHBIX» U MOCTAHOBJICHUS
[IpaButenncTBa Poccuiickoit deneparnuu ot 11 HosOpss 2007 1. Ne 781 «O06 ytBep-
xaennu [lonoxenus 06 odecrieueHnr 6€30MaCHOCTH MEPCOHATBHBIX TaHHBIX MPH UX
00paboTKe B HHGOPMAITMOHHBIX CUCTEMAaX MEePCOHAIBHBIX JIAHHBIX)», HA OCHOBAHUH:

- «Pexomenmanuii mo oOecreueHu0 0e30MacHOCTH TNEPCOHANBHBIX JaHHBIX
npu ux o0paboTke B MHPOPMAIIMOHHBIX CUCTEMaX MEPCOHAIBHBIX JaHHBIX», YTBEP-
xaeHHbIX 3amectuteneM aupektopa PCTIK Poccum ot 15.02.2008 r.,

- «TunoBeIX TpeOOBaHMI MO OpraHu3aluu U obOecrneyeHuto (HYHKIIMOHUPOBa-
HUS UG POBAIBHBIX (KpUNTOTpaUUecKX) CPEeICTB, MPEAHAZHAYEHHBIX JJIs 3aIUThI
uH(pOpMaIu, HE COAEPKAIICH CBEJCHUMN, COCTABIISIIONINX TOCYJaPCTBEHHYIO TalHY
B CJIy4yae M3 MCIOJb30BaHU JJis1 oOecrnedeHus: 0€30MacHOCTH MEPCOHANBHBIX JAHHBIX
npu uX 00paboTke B MHPOPMAIMOHHBIX CUCTEMAaX MEPCOHATBHBIX JAHHBIX», YTBEP-
*aeHHBIX pykoBoicTBOM 8 Ilentpa @Ch Poccun 21.02.2008 1. Ne 149/6/6-662.

B Ilonutuke onpenenensl TpedoBanus k nepconany MCII/IH, crenens oTBET-
CTBEHHOCTH IEpCOHaNa, CTPYKTypa U HEOOXOIMMBIM YPOBEHb 3alIUIEHHOCTH, CTa-
TyC U JOJKHOCTHBIE OOSI3aHHOCTU COTPYJIHHUKOB, OTBETCTBEHHBIX 3a OOecleYeHUe

0e3onacHoctu nepcoHanbubix AaHHbIX B UCITIH Yupexnenus.
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Приложение%204%20Концепция%20информационной%20безопасности.doc
Приложение%204%20Концепция%20информационной%20безопасности.doc

1 O0ue moJ1oKeHUA

Lenpro HacTosmer ITonuTuky sBaseTcs oodecreueHrne 0€30nacHOCTH OOBEKTOB
3alIUThl YUPEKICHHS OT BCEX BUJIOB yIPO3, BHEIIHUX U BHYTPEHHUX, YMBIIIUIEHHBIX
U HENpEeJHAMEPECHHBIX, MUHUMU3AIMUS yliepOda OT BO3MOXXHOM pealiv3allid yrpo3s
oe3zonacuoctu [1/1n (YBIIIH).

be3onacHOCTh MEPCOHANBHBIX JTAHHBIX JOCTUTAETCS IYTEM HUCKIIIOYEHUS He-
CaHKI[MOHUPOBAHHOI'O, B TOM YHUCJIE CIy4alHOTO, IOCTYIA K MEPCOHAIBHBIM JJAHHBIM,
pe3ynbTaTOM KOTOPOIrO MOXKET CTaTh YHUUYTOKEHUE, U3MEHEHUE, OJIOKUPOBAHUE, KO-
MAPOBAHUE, PACIIPOCTPAHEHUE MEPCOHANBHBIX JAHHBIX, a TAKXKE MHBIX HECAHKIIUO-
HUPOBAHHBIX JCUCTBUM.

Nudopmarus 1 cBsizaHHBIE C HEW peCypChI JIOHKHBI OBITh IOCTYIIHBI JUIsSI aBTO-
PU30BAHHBIX MMOJIb30BaTeNe. JJOJKHO OCYIIECTBIATHCS CBOEBPEMEHHOE OOHapyxe-
HUe U pearupoBanue Ha Y bIIJ[H.

JIOJDKHO OCYIIECTBISATHCA TMPEIOTBpPALIEHUE MPEIHAMEPEHHBIX WIH Clydail-
HBIX, YACTUYHBIX WJIM TMOJHBIX HECAHKIIMOHUPOBAHHBIX MOAUGMUKAIMNA UJIM YHUYTO-
YKEHUSI TaHHBIX.

CocrtaB 00BEKTOB 3alIUTHI MpenacTaBieH B llepeuHe mepcoHanbHBIX JIAHHBIX,

NOJICKAIINX 3AIITUTC.

Cocras UCII/In nojnexamux 3aiuTe, npeacraBieH B Otuere o pe3yaprarax

IPOBCACHU A BHVTDCHHCﬁ ITPOBCPKH.

Ora Ilomutuka nHGOPMAMOHHOW 0€30MmacHOCTH ObLTa YTBEpPJKJIEHA PYKOBO-
JTATEIEM Y UPEKICHUS U BBEJICHA B JCUCTBUE MpHKa3zoMm No oT

« » 20 ropa.
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Приложение%206%20Перечень%20персональных%20данных,%20подлежащих%20защите.doc
Приложение%206%20Перечень%20персональных%20данных,%20подлежащих%20защите.doc
Приложение%208%20Отчет%20о%20результатах%20проведения%20внутренней%20проверки.doc
Приложение%208%20Отчет%20о%20результатах%20проведения%20внутренней%20проверки.doc

2 O0aacTh qeiicTBUA

TpeOGoBanusa HacTosen [lonuTHKY pacipoCTpaHsAIOTCS Ha BCEX COTPYIHUKOB
VYupexneHus (IUTaTHBIX, BPEMEHHBIX, pAa0OTAIOIIKUX MO KOHTPAKTy M T.I.), & TAK¥XKe

BCEX MPOYMX JUIL (MOAPSIAUUKH, ayTUTOPHI U T.I1.).
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3 Cucrema 3alIUTHI NICPCOHAJIBHBIX TAaHHBIX

Cuctema 3amuThl iepcoHanbHbix HanHbx (C3I1/IH), cTpouTCcss HA OCHOBAHUMU:

- Oruera o PE3VYJIbTaTax IMMPOBCACHUA BHVTDGHHGﬁ IIPOBCPKHU,

- HGDG‘-IHH NEPCOHAJIbHBIX AAHHBIX, MOJJICKAIINX 3ALIUTE,

- AkTa xinaccudukamy MHGOPMaAIIMOHHON CUCTEMBI NEPCOHAIBHBIX JAHHBIX |

- MOIIGJII/I YI'pO3 0€30I1aCHOCTH MNCPCOHAJIbHBIX TAHHBIX,

- [Tosoxxenust o pasrpaHUdYCHUN IIpaB AOCTVIIA K O6Da6aTBIBaeMBIM epco-

HaJIbHBIM JaHHBIM,

- PykoBopsmux nokymeHToB @CTIK u ®CBh Poccun.

Ha ocHOBaHMHM 3THUX JOKYMEHTOB ONpEAEIIeTCS HEOOXOIUMBIH YPOBEHB 3a-
mmieHHocTy [1/1x kaxnoit UCIIH Yupexnenus. Ha ocHoBaHMM aHanu3a akTyalb-
HBbIX yrpo3 0e3omacHocTu I1/IH onrcanHoro B Mojaenu yrpo3 u Otdera 0 pe3yibTa-
Tax IMPOBEJICHUS BHYTPCHHEH IMPOBEpKE, JEIacTCs 3aKIIYCHHE O HEOOXOIUMOCTH
WCIIOJIb30BaHUsl TEXHUYECKUX CPEICTB U OPTraHU3AIMOHHBIX MEPOIPUATHM 1Sl 0Oec-
nedyeHus: 6ezonacHocTy [1/1H. BeiOpanHubie HE0OX0AMMbBIE MEPOTIPUSTHSI OTPAKAIOTCS

B [l1ane MeponpusaTuii no obecrneueHuro 3amuTel [1JH.

Jns xaxaort UCI/IH nomxeH ObITh COCTaBIICH CIUCOK MCIOIb3YEeMbIX TEXHU-
YECKHX CPEACTB 3allMTHI, a TaK € IPOrpaMMHOI0 OOCCIICUEHHUsI YYaCTBYIOIIETO B
obpaboTtke [1JIH, Ha Bcex anmemenTax MCII/H:

- APM nonw3oBatenci;

- CepBepa npuioKeHu;

- CYB/I;

- I'panuna JIBC;

- KanaynoB nepegaun B ceTH OOIIETO MOJL30BaHUA M (MJIM) MEXKIYHAPOIHOTO
oOMeHa, eciu o HuM niepenarotcs [11H.

B 3aBucumoctu ot ypoBHs 3anmiieHHoctd WCII[IH U akTyanpHBIX yrpos,
C3I1IH MOXeT BKJIFOYATh CICAYIONIME TEXHUYECKUE CPEACTBA!

- aHTUBHUPYCHBIE CPEACTBA JIsl pabOUYUX CTAaHIUMM MOIB30BATENIEH U CEPBEPOB;

- CpeaACTBA MCIKCETCBOI'O 9KPAHUPOBAHU A,
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Приложение%208%20Отчет%20о%20результатах%20проведения%20внутренней%20проверки.doc
Приложение%206%20Перечень%20персональных%20данных,%20подлежащих%20защите.doc
Приложение%209%20Акт%20классификации%20информационной%20системы%20персональных%20данных.doc
Приложение%2011%20Модель%20угроз%20безопасности%20персональных%20данных.doc
Приложение%2010%20Положение%20о%20разграничении%20прав%20доступа%20к%20обрабатываемым%20персональным%20данным.doc
Приложение%2010%20Положение%20о%20разграничении%20прав%20доступа%20к%20обрабатываемым%20персональным%20данным.doc
Приложение%2012%20План%20мероприятий%20по%20обеспечению%20защиты%20ПДн.doc

- cpelicTBa KpUnTorpapuyeckoil 3amuTbl HHGOpMaIuu, MpU Nepeaayde 3amm-
aeMoi HHQOpPMaIUY TT0 KaHaJIaM CBSI3H.

Tak e B CIUCOK JOJDKHBI OBITh BKIIOYEHBI (DYHKIIMH 3aIIUTHI, 0OecrieurBae-
MbI€ IITaTHBIMU cpeacTBamu oOpabotku [/l omeparmonasiMu cuctemamu (OC),
npukiiagabiM [10 U crenraibHBIMU KOMIUIEKCAMU, PEAM3YIOIIUMU CPEICTBA 3alll1-
Thl. CIUCOK (DYHKIUN 3aIIUTHI MOXKET BKIIIOYATh:

- YOPaBJICHUE U PA3TPAHUYEHUE NOCTYIA NOJIb30BaTENEH;

- PETUCTpALIMIO U YUYET AEUCTBUI ¢ MHPpOpMaIIUEH;

- - o0ecreunBaTh 1IEJIO0CTHOCTh TAHHBIX;

- - IPOU3BOAUTH OOHAPYKEHUN BTOPIKEHHI.

Crmcok HCIIOJIB3YCMBIX TCXHUYCCKUX CPCACTB OTPAKACTCA B [Inane Meponpu-

SITHM 10 00€CIIEYSCHUIO 3aIlIMThl IICPCOHAJIBHBIX JAaHHBIX. Cnucok HCIIOJIb3YCMBbIX

CPEIICTB JIOJDKEH TOJJIEPKUBATHCA B AKTyaJlbHOM COCTOSIHUHU. lIpu M3MeHeHnu co-
CTaBa TEXHMYECKUX CPeJCTB 3amuThbl Wik 31eMeHToB MCII/IH, cOOTBETCTBYIOIINE
W3MEHEHUsI JOJDKHBI OBbITh BHECEHbI B CHUCOK M YTBEPXKACHBI PYKOBOJUTEIIEM

VYupexaeHus Wiy JUIoM, OTBETCTBEHHBIM 3a oOecnieueHue 3ammuThl [1J1H.
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Приложение%2012%20План%20мероприятий%20по%20обеспечению%20защиты%20ПДн.doc
Приложение%2012%20План%20мероприятий%20по%20обеспечению%20защиты%20ПДн.doc

4 TpeooBanus k nogcucremam C3I1In

C3I1/1H BKItOUAET B ce0s1 CIEAYIONINE MOJICUCTEMBI:

yIPaBIICHUSI IOCTYIIOM, PETUCTPALIMH U YUETa;

oOecrieucHus HOCJIOCTHOCTHU U NOCTYITHOCTH,

AHTHUBUPYCHOU 3aILUTHL;

MCIKCCTCBOI'O OKPAHUPOBAHUA,

aHaJIn3a 3allUIICHHOCTH,

oOHapy>KEeHUs BTOPKECHUM;

KpUTNITOrpaduuecKon 3amiuThI.
[Moacucremsl C3II[IH uMEOT pa3auyHbld (YHKIUMOHAI B 3aBUCHUMOCTH OT

kiacca UCII/IH, onpenenenHoro B Akre kiaccuukanuu mHGOPMaIMOHHON CHUCTe-

MBI _TEPCOHANIbHBIX AaHHBIX. Cnucok cooTBeTcTBUs (yHkiui noacuctem C3IIJIH

KJIIACCYy 3allUIIICHHOCTH IIPCACTABJICH B HpI/IJIO)KeHHI/I.

4.1 lloacucremMbl yNpaBJeHUs: JOCTYIIOM, PeriCTPAlMHU U y4eTa

[MoncucTema ympaBieHHUs] IOCTYIIOM, PETUCTpAlMd W ydyeTa MpeaHa3HaueHa
JUTS pealu3aiyy CISAYIOmuX QyHKITAN:

- WACHTU(PUKAIIMY ¥ TIPOBEPKa MOJIMHHOCTUA CyOBEKTOB JOCTYIIa TIPH BXOJIE B
NCTI/IH;

- UICHTU(PUKAIMY TEPMHHAJIOB, Y3JIOB CETH, KAaHAJIOB CBS3M, BHEIIHUX
YCTPOWCTB IO JIOTHYECKUM UMEHAM;

- UJIEHTU(UKAIIUN TIPOrpaMM, TOMOB, KaTaJloroB, (paiiyioB, 3amnucei, mojiei 3a-
MUCEH 110 UMCHaM;

- perucTpanuu Bxoja (BbIX0Ja) CYOBEKTOB JIOCTyNa B CUCTEMY (K3 CHUCTEMBbI),
MO0 perucTpanus 3arpy3Kd U MHUITHATH3AIMN OTIEPAIlMOHHON CHCTEMBI M €€ OCTa-
HOBA.

- pEeTUCTpAaIK MONBITOK JI0CTYyNa MPOrpaMMHBIX CPEACTB (MPOrpaMm, MpoIie C-
COB, 3a/1a4, 3aJaHMi) K 3auIIaeMbiM (aitam;

- pETUCTpaIK MONBITOK J0CTyNa MPOTrpaMMHBIX CPEACTB K TePMHUHAIaM, Ka-

HaJaM CBS3M, IPOrpaMMaM, TOMaMm, Karajoram, (paiiyam, 3anucsam, moJsiM 3aucei.
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[Toncucrema ynpapieHUs JOCTYIIOM MOMKET OBITh peajn30BaHa C MOMOLIbIO
ITaTHBIX cpencTB 00paboTku [1/]x (omepamnumonusix cuctem, npuioxenuit u CYB]]).
Tak xe MOXeT ObITh BHEIPEHO CHEIHAIbHOE TEXHUUECKOE CPEICTBO MU MX KOM-
IJIEKC OCYIIECTBIISIIOUIUE TONOJHUTENbHBIE MEPHI 110 AyTEHTU(PUKAUNUNA U KOHTPOJIIO.
Hanpumep, npruMeHeHHe €IMHbIX XPaHUJIUIL YUYETHBIX 3allMCel MOJIb30BaTeNe U pe-
THUCTPALMOHHON MH(pOpMAINK, UCIONIb30BaHHE OMOMETPUUYECKUX U TEXHUUYECKHX (C

MOMOLIBIO IEKTPOHHBIX MPOITYCKOB) MEP ayTEHTU(UKAIIUU U IPYTHX.

4.2 IToncucrema odecneyeHus EJOCTHOCTH U JAOCTYITHOCTH

[Toncucrema obecnieueHus: LEIOCTHOCTH U JAOCTYIIHOCTU IpeIHAa3HauYeHa IS
oOecriedyeHus1 1ENOCTHOCTH W AocTynHOCTH IIJIH, mporpaMMHBIX M amnmapaTHbIX
cpenctB UCII[IH YupexneHus, a Tak K€ CpPEACTB 3alUTHI, IPU CIyYalHOH WIH
HaMEpPEHHOW MOAN(UKALIUH.

[Toncucrema peanusyercs ¢ TOMOIIBI OPTaHU3aluK PE3EPBHOIO KOITUPOBAHUS
0o0pabaThIBaEMbIX JAHHBIX, & TAK K€ PE3epBUPOBAHUEM KIFOYEBBIX dneMeHToB MC-

IT/1H.

4.3 IloacucreMa aHTUBHPYCHOM 3alIIUTHI

[ToncucreMa aHTHUBUPYCHOM 3alIMTHI MIpeIHA3HAYEHA JJIsi 00eCTIeueHusl aHTH-
BUPYCHOM 3amuThl cepepoB © APM nonb3oBareneit UCIIIH Yupexaenus.

CpencTBa aHTUBUPYCHOM 3alllMTHI MPETHA3ZHAUCHBI ISl peaiu3aliu CIeAyo-
UX (PYHKITHA:

- P€3UACHTHBIA aHTUBUPYCHBIA MOHUTOPHHT

- QHTUBUPYCHOE CKaHUPOBAHMUE;

- CKpUNT-0JIOKUPOBAHUE;

- IIEHTPAJTU30BaHHYIO/yIAJICHHYIO YCTaHOBKY/IEMHCTAUISIIIUI0 AaHTUBUPYCHOTO
MPOJIyKTa, HACTPOMKY, aIMUHUCTPUPOBAHUE, TPOCMOTP OTYETOB U CTATUCTUUYECKOU
uH(popManum 1Mo pabore NPoayKTa;

- aBTOMaTU3MPOBAaHHOE OOHOBIIEHUE aHTUBUPYCHBIX 0a3;

- OTpAaHUYEHHUE TIPaAB MOJIb30BATENSI HA OCTAHOBKY HMCHOJIHSIEMBIX 33/1a4 U W3-

MCHCHHUA HACTPOCK aHTUBUPYCHOTO IIPOTPaMMHOIO 066CH€‘{€HI/I$I;
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- AaBTOMATUYECKUH 3aIyCK cpa3y MOCIE 3arpy3Ku ONEepaliOHHON CUCTEMBI.
[Toncucrema peanusyercs MyTEM BHEIPEHUS CHENUATBHOIO aHTUBHPYCHOTO

nporpaMmmHoro ooecneuenus Ha Bce anemeHTsl UCITH.

4.4 HOI[CI/ICTeMa MEKCETEBOT0 IKPAaHUPOBaAHUA

[ToncucreMa MEXCETEBOr0 SKPAaHMPOBAHMS MpEJHA3HAYEHA Ul pealu3aluu
clieayommx QyHKIuii:

- puABTpallMM OTKPBITOrO M 3amm@poBaHHOro (3akpeitoro) IP-tpaduka mno
CJIEIyIOLUM IIapaMeTpaM;

- uKcanMy BO BHYTPEHHHUX >KypHaJlax MH()OPMALUU O MPOXOISAIIEM OTKpbI-
TOM U 3aKpbIToM [P-Tpaduxke;

- UJICHTU(PUKAUU U ayTCHTU(PUKALUIO aIMUHUCTPATOpa MEXKCETEBOIO IKpaHa
IIPU €ro JIOKAJIbHBIX 3allpocax Ha JOCTYIL;

- perucTpaiu Bxojaa (BbIX0Ja) aJMHHHCTPATOpa MEXKCETEBOIO SKpaHa B CHU-
cTemMy (U3 CUCTEMBI) MO0 3arpy3Ku ¥ MHUIMAIA3AIMN CUCTEMBI U €€ TTPOTrPaMMHOTO
OCTaHOBA;

- KOHTPOJISI IEJIOCTHOCTH CBOEH MPOTrpaMMHON 1 HHPOPMAITMOHHON YaCTH;

- (UIBTpALlMU MAKETOB CIY>KEOHBIX MPOTOKOJIOB, CIYXKAIUX ISl AMArHOCTUKU
U yIpaBieHus: paboTON CETEBBIX YCTPOUCTB;

- QUIBTpallMK C YYETOM BXOJHOTO M BBIXOJHOTO CETEBOr0 MHTEepdeiica Kak
CPEICTBO MPOBEPKU MOITUHHOCTH CETEBBIX aJPECOB;

- PETUCTpALK U YUETa 3alpalliiBacMbIX CEPBUCOB MPUKIIAIHOTO YPOBHS;

- OJIOKUPOBAaHUA JOCTyNa HEUACHTU(UIUPOBAHHOTO OOBEKTAa WM CyObEKTa,
NOJIJTMHHOCTH KOTOPOTO MpU ayTeHTU(HUKALUKA HE MOATBEPANIIACh, METOAAMH, YCTO -
YUBBIMU K [IEPEXBATY;

- KOHTPOJIA 332 CETEBOW aKTUBHOCTBIO NMPUIOKEHUN M OOHApYKEHUs CETEBBIX
aTak.

[Toncucrema peanusyeTcss BHEAPEHUEM IPOrPAMMHO-AIIIAPATHBIX KOMILIEKCOB

MCIKCCTCBOI'O 9KpaHUPOBAHUA HA T'PAHUIIC HCB, KJacCcoOM He HMXKe 4.
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4.5 MMoacucreMa aHAJIHU3A 3aIIMIIEHHOCTH

[Toncucrema aHam3a 3alIUIEHHOCTH, JOKHA 00€CIIEUNBATh BBISABIICHUS Ysi3-
BUMOCTEH, CBA3aHHBIX ¢ ommOkamu B kKoH(purypamuu [10 UCIIIH, koTopsie MOTYT
OBITh MCII0JIb30BaHbl HAPYILIUTENIEM Ul pealIU3alluy aTaKu Ha CUCTEMY.

@DYHKIIMOHAJI TOJICUCTEMBI MOXET OBbITh peajn30BaH NPOrPAMMHBIMH U TIpO-

I'paMMHO-aIIapaTHbIMU CPCACTBAMMU.

4.6 Iloacucrema oOHApYKeHHUsI BTOPKEHUI

[Toncucrema oOHapYKEHHUSI BTOPIKEHUH, TOJDKHA 00€CIIEYHBATh BBISBICHHE Ce-
TeBbIX aTak Ha 37eMeHThl CII/IH moaKIoYeHHbIe K CeTsAM OOIIero MmoJib30BaHusA U
(MJIK) MEXTYHApPOHOTO OOMEHA.

OyHKIMOHAT TOJCUCTEMBI MOXET OBITh pEaM30BaH IMPOrPAMMHBIMH U IIPO-

IrpaMMHO-aNIIapaTHBIMU CPEICTBAMU.

4.7 lloacucreMa KPpUNTOrpadpuyecKoii 3aMThI

[TomcucreMa kpunTorpaduueckold 3anUThl MPEAHA3HAYCHA IS WCKITFOUEHUS
HCJ x 3ammumaemoit uadopmaruu B UCI I Yupexnaenus, npu ee nepemadyu 1o Ka-
HaJlaM CBSI3U CEeTell 00I1ero MOoIb30BaHus U (MJIN) MEXITYHApOIHOTO 0OMEHa.

[TomcucreMa peanusyercsl BHEAPCHHS KPUNTOTPAQUUISCKUX IMPOTPAMMHO -

aIlrrapaTrHbIX KOMIIJICKCOB.
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5 IMoas3oBarean UCIIIn

B Konuenuuu nHQopMalimoHHON 0€301MacHOCTH OTNpe/IeNIEHbl OCHOBHbBIE KaTe-

ropuu mnojib3oBareneil. Ha ocHOBaHMU 3TUX KaTeropuu JOJKHA ObITh MPOU3BEICHA
tunu3anus nons3zoBareneit UCII/H, onpeaeneH ux ypoBeHb JOCTyHa U BO3MOXKHO-
CTH.

B UCIIJH YupexaeHrs MOXHO BBIACIHUTH CIAEAYIOUIUE TPYMIbI MMOJIb30BaTE-
JIe#, yJacTByrOIMX B 00padoTke n xpanenun [1/]x:

- Anmunuctparopa UCII/H;

- AaMuHUCTpaTopa 0€30MacCHOCTH;

- Onieparopa APM;

- AIIMUHHCTpATOpA CETH;

- TexHudeckoro crnenuaiucTa mno oOcayXuBaHuio nepudepuitHoro odbopyo-
BAHUS;

- [Iporpammuct-pazpadorunk UCIIH.

JlanHbIe O Tpynmnax Mmojb30BaTEsAX, YPOBHE UX JOCTyNa U MHOOPMUPOBAHH O-

CTH JOJDKEH OBITh oTpakeH B [lojo)keHne 0 pa3rpaHuYeHUH MMpaB J0CTyIa K 0Opada-

ThIBACMBIM IIEPCOHAJIbHBIM JaHHBIM.

5.1 Anmunucrtpatop UCIIIn

Anvmunuctpatop HCII[IH, coTpynHMK YupeKIeHUs, OTBETCTBEHHBIM 3a
HACTpoWKy, BHenpeHnue u comnpoBoxaenne MCII[In. ObecrieunBaer (QpyHKIIMOHUPO-
BaHME noacucteMsl ynpasieHus noctynom VCII/IH n yrmoaHOMOUYEH OCyHIECTBIATH
IIPEIOCTABIECHUE U Pa3rpaHUYEHUE JOCTYIa KOHEYHOro mosib3oBaTens (Omeparopa
APM) K aneMeHTaM XpaHsIIKUM [1IepCOHAJIbHBIE JaHHBIE.

Anmvunuctpatop UCII/IH o6mamaer clieayomnuM ypoBHEM JOCTYIIA U 3HAHUM:

- o0yiaaeT nmoaHoN MHpOpMaIUEil O CUCTEMHOM U MIPUKIIATHOM TP OTPAaMMHOM
obecnieuennu UCII/IH;

- o0aaet moyHoM uHpopMaIeil 0 TEXHUYECKUX CPEACTBaX U KOH(UTrypauuu
NCITH;

- UIMEET JIOCTYI KO BCEM TEXHUYECKUM CpPeJICTBAaM 00paOOTKK MHGOPMALMK U

nanasiM UCI/IH;
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- o0jajaer mpaBaMu KOH(PUTYpUpPOBAaHUA M AIMUHUCTPATUBHOM HACTPOWKH

texHnueckux cpencts UCII/IH.

5.2 AnMuHHCTpaTOp 6€30IaCHOCTH

AJMUHUCTpaTOp 0€30MaCHOCTH, COTPYAHUK YUPEXKICHUSI, OTBETCTBEHHBIN 3a
¢ynkunonuposanre C3IIJIH, BkiIroyass O0OCIYyKMBaHHE M HACTPOMKY aJIMUHUCTpa-
TUBHOM, CEPBEPHOU U KIIMEHTCKON KOMITOHEHT.

AJIMUHUCTpaTOp OE€30MAaCHOCTH 00JaJaeT CIEAYIOIIUM YPOBHEM JOCTyHa M
3HAaHUM:

- obnanaer nmpaBamu Anmunucrpartopa UCIT/IH;

- obnanaet noiHou undopmanuen 06 UCII/IH;

- UIMEET JIOCTYI K CPEeACTBaM 3alIUThl MHGOPMAIIMU U MPOTOKOIUPOBAHUS U K
yacTu K1ro4eBbIX dsiemeHToB MCII/IH;

- HE UMEET MpaB JI0CTyIa K KOHOUTYPUPOBAHUIO TEXHUUECKUX CPEACTB CETHU 3a
UCKIIFOUEHUEM KOHTPOJIbHBIX (MHCIIEKIIMOHHBIX).

AJIMUHUCTpATOp 0€30MaCHOCTH YIIOJTHOMOYECH:

- peanu30BbIBaTh MOJUTUKH Oe3omacHocTH B yactu HacTpoiiku CK3U, mexce-
TEBBIX PKPAHOB U CUCTEM OOHApYKEHUS aTaK, B COOTBETCTBUU C KOTOPHIMHU IOJIb30-
Barelsb (Oneparop APM) nosrydaeT BO3MOKHOCTh padoTath ¢ anementamu UCIIH;

- OCYIUECTBIISITh ay/IUT CPEJICTB 3aLUTHI;

- YCTAHABJIMBATh JIOBEPUTEIBbHBIC OTHOIICHUS CBOEW 3alIUIIEHHOW CETH C Ce-

TAMU IPYTUX Y UPEKIACHUN.

5.3 Onepatop APM

Onepatop APM, coTpynHuK YUpekIeHUs, OCYUIECTBISIONIUNA 00paboTKy
[11a. O6pabotka IIJ]IH BkItOUaeT: BO3MOXKHOCTh TpocMoTpa [1J[H, pydHOIl BBOA
[11n B cucremy VCII/H, ¢opmMupoBaHue cripaBOK U OTYETOB 1O MHGOPMALIMH, TTO-
nydyennou u3z UCII. Oneparop He UMEET NMOJTHOMOYUN [IJI YIPABJIEHUS MOJICUCTE-
Mamu 00paboTku naHubix U C3I1/IH.

Omneparop MCII/IH o6nagaeT cienyomuM YPOBHEM JI0CTYIa U 3HAHUH:
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- oOyamaeT BCeMH HEOOXOIUMBIMHM aTpuOyTamMu (Hampumep, maposiem), ooec-
MIEYNBAIOIIMMH JOCTYI K HEKOTOpOMY ToaMHOkecTBY [1/H;

- paciojiaracTt KOH(I)I/I,IIEEHHI/IEUIBHBIMI/I JaHHbIMH, K KOTOPBIM UMCCT JOCTYII.

5.4 AAMUHHCTPATOP CeTH

AJIMUHHCTPATOP CETH, COTPYAHHUK Y UPEKICHUS, OTBETCTBEHHBIN 3a (YHKITHO-
HUpPOBaHUE TeleKOMMYyHHKamoHHON nojcuctemsl MCII/IH. AamunHuctpaTtop cetu
HE MMEET MOJHOMOYMH JUIsl YNPaBJIEHUS MOJACUCTEMaMU O0OpaOOTKH JaHHBIX U 0€3-
OIaCHOCTH.

AJMUHHCTpATOP ceTU 00J1a1aeT CIEAYIOIUM YPOBHEM JOCTYyNA U 3HAHUM:

- o0aaeT yacThio MH(OPMAIMU O CUCTEMHOM U MPHUKJIAJHOM IPOrPAMMHOM
obecnieuernnu UCII/H;

- o0aaer yacThlo MHPOPMALIMK O TEXHUYECKHUX CPEJCTBAX U KOHPUT ypaluu
NCTId#H;

- UMeeT (PUBMYECKHM TOCTYIN K TEXHUYECKUM cpeacTBamM oO0paboTku uH)OP-
MAaIH U CPeJICTBAM 3all[UTHI;

- 3HACT, 110 MEHBIIIEH MCPC, OAHO JICTAJIbHOC MM OOCTYIIA.

5.5 Texnnuyeckuii CeMUAJNCT MO 00CTYKUBAHUIO epU(ePUiiHOTO
000py10BaHUS

TexHUUECKUIl CHEeUUaTuCT MO OOCIYXUBAaHUIO, COTPYAHHUK YUpexKICHHUS,
OCYILIECTBIISIET OOCIy)KMBaHHE WU HACTpOKy mnepudepuitHoro obopyaosanus HC-
[11. TexHudeckuii crienuaiucT Mo OOCTY)KUBaHUIO He uMmeeT noctyna k [1JIH, He
UMEET MOJHOMOYMM /JIs yIpaBJIEHUs MojAcucTeMaMu oOpaOOTKU JaHHBIX U Oe3omnac-
HOCTH.

TexHruecKkuil cneuaIucT no 00CIyKMBaHUIO 00JIaJaeT CIEeIYIOUUM YPOBHEM
JOCTyTIa U 3HAHWUM:

- o0yiaaeT yacThio MHPOPMAIMK O CUCTEMHOM M MPHUKJIAHOM MPOTrPaMMHOM

ob6ecrieuennu UCII/IH;
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- o0aaet yacThio MHGOPMAIIMKM O TEXHUYECKUX CPEJCTBAX U KOH(UTypanuu
NCTI/IH;

- 3HACT, 110 MEHbIICH MCPC, OAHO JICTAJIbHOC UMA NOCTYIIA.

5.6 IIporpammucr-pa3zpadorunxk UCIIIn

[IporpaMMucThI-pa3pabOTUUKU (MTOCTABIIMKK) MPUKIAJHOTO MPOTPAMMHOTO
oOecrniedeHus, 00ECIeUnBaIOIIME €r0 COMPOBOXKICHUE Ha 3amuiaeMoM oobekte. K
JAHHOM TpyINIe MOTYT OTHOCHTBCSI KaK COTPYAHUKU YUPEXKICHUS, TAK U COTPYJIH U-
KM CTOPOHHUX OPTraHU3aLNMN.

JIuno »ToM Kareropuu:
- obnmamaetr u"dopmaiued o0 arropurMax M mporpamMmax oOpadoTku UHEGOP-

Maruu Ha UCITH;

- 00Ja1aeT BO3MOKHOCTSIMM BHECEHHS OIIMOOK, HEJIEKJIApUPOBAHHBIX BO3-
MOXHOCTEH, MPOTPaMMHBIX 3aKJaJ0K, BPEIOHOCHBIX MpPOrpaMM B IIPOrpaMMHOE
obecrnieuenue UCIIJIH Ha ctaguu ee pa3pabOTKH, BHEIPEHUS U COTPOBOXKICHUS;

- MOKET pacroJiaraTb JHOOBIMH (parMeHTaMu WHGOPMALMK O TOMOJIOTHH
NCTI[In 1 TexHruueckux cpeacTBax oopadotku u 3ammthl [1J[H, 0OpabaThiBacMbIX B

WUCIIn.
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6 TpeGoBaHusi K mepcoHay no odecnedeHuro 3amuThbl [11H

Bce corpynnuku Yupexnenus, spisitoudecs: nosb3oBarensmu  MCI/IH,
JOJDKHBI YETKO 3HATh U CTPOTO BBIMOJIHATH YCTAHOBJICHHBIC MPAaBUIIa U 00SI3aHHOCTU
0 JIOCTYIY K 3alUIaeMbIM 00BEKTaM U COOIIOJICHUIO IPUHATOTO peknuMa Oe3omac-
Hoctu 11/1H.

[Ipn BCTymJIEeHMM B JOJKHOCTH HOBOIO COTPYJHHKA HENOCPEACTBEHHbBIN
HaYaJIbHUK MOJpa3JIeJIeHUsl, B KOTOPOE OH IOCTYNaeT, 00si3aH OpraHu30BaTh €ro
O3HAKOMJICHUE C JTOJDKHOCTHOW MHCTPYKLHMEH M HEOOXOJUMBIMU JIOKYMEHTaMH, pe-
TJIaMEHTUPYIOIIMMU TpeOoBanus mo 3amure [1/1H, a Taxke o0yueHrne HaBbIKAM BbI-
MOJIHEHUSI MPOUEAYP, HEOOXOIMMBIX [UIsi CAHKUIMOHUPOBAHHOIO HCIOJIb30BAHUS
NCITH.

CoTpyaHUK TOJKEH ObITh O3HAKOMJIEH CO CBEAEHUSAMU HacTosien [lonmntuky,
NPUHATHIX Tipoueyp padotsl ¢ anementamu UCTTIH u C3I1/]H.

CoTpyaHukn Y4upexaeHus, UCIOJIb3YIOIUE TEXHUYECKUE CPENCTBA ayTEHTH-
duKalmu, TOJKHBI 00ECleYuBaTh COXPAHHOCTh HUJEHTU(UKATOPOB (JIEKTPOHHBIX
Kiroueid) u He ponyckath HCJI kK HUM, a Tak k€ BO3MOKHOCTb UX YTE€PH WM UCIIOJb-
30BaHMS TPETbUMH JuIamMu. [lonb3oBaTenn HECYT MEPCOHATBHYIO0 OTBETCTBEHHOCTH
332 COXPaHHOCTh UICHTU(PHUKATOPOB.

CoTpyIHUKHA YUpEKJICHHS JTOJKHBI CJI€I0BaTh YCTAHOBJIEHHBIM MpOLEIypam

nojasepkanus pexxuma 0ezonacHoctd [1J[H npu BeIOOpE M MCMOIB30BAHUM MAPOJIEH

(ecny HE UCTIOJIB3YIOTCSI TEXHUUECKHUE CPEJICTBA ayTCHTU(DUKALIUHN).

CoTtpynHuku YdpexaeHus JOJKHBI 00eCIeYnBaTh HAJJISKAIIYIO 3aIIUTy 000-
PYZIOBaHHUS, OCTABISIEMOTO O€3 MPUCMOTPa, OCOOCHHO B TE€X CIIydasX, KOTJia B IOMe-
IEHUE UMEIOT JIOCTYN TTOCTOPOHHHME Jiniia. Bee moap30BaTenu q0JDKHBI 3HATH TPeOo-
BaHMS 10 Oe3omacHocTH I1JIH ¥ mporeaypsl 3aIuThl 000PYI0BaHUS, OCTABICHHOTO
0e3 MpUCMOTpa, a TaK)KE CBOM 00S3aHHOCTH 110 00ECIICUCHHUIO TaKOM 3aIUThI.

CoTpyaHukaMm 3ampemiaeTcsl yCTaHABIMBATh IMOCTOPOHHEE MPOTPaMMHOE
oOecrieueHue, TOIKIIIOYATh JTUYHBIC MOOMIIBHBIE YCTPOMCTBA W HOCUTENN MH(pOpMa-

IIMH, a TaK K€ 3aIMUChIBATh HA HUX 3aIIUIIAEMYI0 HH(HOPMAIIHIO.
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CoTpyaHukaM 3ampeliaercs pasriamarh 3alluilaeMylo HH(popMaIuoo, KoTo-
pasi cTajia UM M3BECTHA Ipu padboTe ¢ MH(YOPMALMOHHBIMU CUCTEMAMH Y UpEKICHUS,
TPETHUM JIULIAM.

[Tpu padote ¢ I1{n 8 UCIIIH coTpyiHUKHM YupexaeHus 00a3aHbl 00ECIECYHTh
OTCYTCTBUE BO3MOKHOCTH IpocMmoTpa [IJ/[H Tpersumu nunamu ¢ MoHuTOpoB APM
WJIU TEPMUHAJIOB.

[Ipu 3aBepmienun padotsl ¢ UCIIJIH cotpyanuku oOs3anbl 3amututh APM
WIM TEPMUHAJBI C MOMOIIbIO OJOKUPOBKU KIIFOUOM WIIM DKBUBAJICHTHOI'O CPEJCTBA
KOHTPOJISl, HAIIPUMEDP, TOCTYIIOM I10 MAPOJI0, €CIIU HE UCIIONb3YIOTCS 00JIee CHIIbHBIE
CpEJICTBA 3allUTHI.

Cotpynnuku YupexxaeHus: JODKHBI ObITh TPOUH(OpPMUPOBaHBI 00 yrposzax
HapyweHus: pexxuma OezonacHocTd IIJIH M OTBETCTBEHHOCTHM 3a €ro HapylUIEHHE.
OHU [OJDKHBI OBITHh O3HAKOMIICHBI C YTBEPXKICHHOW (HOpPMaIbHON MpOIeaypOoi
HAJIOXKEHUs JMCLMIUIMHAPHBIX B3BICKAHMM HA COTPYJHUKOB, KOTOPBIE HapyLIWIA
INPUHSATHIE MOJUTHUKY U Mpoleaypsl 6ezonacHoctu [1/1H.

Cotpyanuku o0s3aHBI 0€3 TpOMEIeHHsST co00ImaTh 000 Bcex HabII01aeMbIX
WIM MOJ03pUTENbHBIX citydasix padotel MCII/IH, Mmorymux nosieus 3a cO00M yrpo3bl
oe3onacHoctu I1/IH, a Takke O BBISBJICHHBIX UMHU COOBITHSX, 3aTparuBaronux 0e3-
ornacHocTh [1JIH, pyKOBOACTBY MOJPA3EICHHs U JUIY, OTBEYAIOIIEMY 3a HEMEJIE H-

HOE pearupoBaHue Ha yrpo3bl 6ezonacHocTu [1/1H.
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7 JIOJZKHOCTHBIE 00513aHHOCTH noJb3oBaTesieid UCIIAn

JlomxHocTHbIe 00s13aHHOCTH monb3oBateneil ICIIAn onucanbl B clieayromumx
JIOKYMEHTaX:

- Muactpykims agmuaunctparopa UCIL/IH;

- NacTpykimsa agmuauctparopa 0ezonacunoctu MCI/IH;

- UacTpykimsa nonb3oBareist UCITIH;

- NHCTpYKIIMS D0JIE30BaTEs IPU BOZHUKHOBEHNN BHEINTATHLIX CUTYallHH.
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8 OtBercTBeHHOCTH coTpyaTHNKOB UCIIIH Yupe:xxknenus

B cootBercTBUM cO cT. 24 DenepanbHoro 3akona Poccuiickorn denepanuu OT
27 nrons 2006 r. Ne 152-@3 «O nepcoHaNbHBIX TaHHBIX)» JUIA, BHHOBHBIE B Hapy-
meHun TpedoBaHuii naHHOTO demepansbHOr0 3aKOHA, HECYT TPAKIAHCKYIO, YTOJIO B-
HYI0, aIMUHUCTPATUBHYIO, TUCIUILUIMHAPHYIO U HHYIO IPEAYCMOTPEHHYIO 3aKOHO a-
TesbcTBOM Poccuniickoit denepanyyu OTBETCTBEHHOCTD.

JleficTByro1IEE 3aKOHOJATENBCTBO PD 1MO3BOISET NPEABABIATH TPEOOBAHUS 110
oOecrieueHuto0 6e30macHoi padoThl C 3alMIaeMoil nHpopmanuendn u npeaxycmaTp u-
BAET OTBETCTBEHHOCTH 3a HAPYILIEHUE YCTAHOBJICHHBIX MPaBII dKCIuTyatanuu OBM u
CUCTEM, HEMPaBOMEPHBIN JTOCTYyN K HH(pOpMAIUU, €CJIM 3TH JIEUCTBUS MPUBEIU K
YHUYTOXEHUIO, OJIOKMPOBAHUIO, MOAU(PUKAIIMK WHOOPMAIIMN WM HAPYUICHUIO pa-
0601l DBM wunu cereii (cratbu 272,273 u 274 YK POD).

Anmunuctpatop MCIIIx u aamMuHUCTpaTop 6€30MacHOCTH HECYT OTBETCTBEH-
HOCTb 34 BCE JICMCTBUS, COBEPIICHHBIE OT UMEHU UX YUYETHBIX 3allMCEN WU CUCTE M-
HBIX YUETHBIX 3allUCeH, €CJIM He JoKa3aH (PakT HECAaHKIIMOHUPOBAHHOTO HCIIOIb30Ba-
HUS YUYETHBIX 3aIUCEN.

[Ipn HapylmieHHMsX COTpPYIHHKaMH YupexacHus — nosb3oBarened WCII/Ix
MpaBWI, CBSI3aHHBIX ¢ Oe3omacHOCThIO I1/IH, OHM HECyT OTBETCTBEHHOCTh, YCTAHO B-
JICHHYIO JEUCTBYIOIIUM 3aKOHOATENBCTBOM Poccuiickont @enepanuu.

[IpuBeneHHbIC BhIlIE TPEOOBAHUSI HOPMATUBHBIX JOKYMEHTOB IO 3aIlIUTE WH-
dbopmanu JOJKHBI OBITH OTpakeHbl B [loOXKeHUAX 0 ToApa3ieNIeHUsIX YUpexk/e-
HuUs, ocymecTBistonux oopadbotky [1JIn B UCII/IH 1 MOMKHOCTHBIX MHCTPYKITUSX
COTPYAHUKOB Y UPEKICHUS.

Heob6xonumo BHectu B IlonokeHusi 0 moapa3fesieHUusIX YUpexaeHus, ocy-
niectBisronux oopadorky [1/In B UCII/IH cBeaeHuss 06 OTBETCTBEHHOCTH UX PYKO-
BOJMUTENICH W COTPYIHUKOB 3a pasriallieHHe U HECAHKIIMOHUPOBAHHYIO MoIuduKa-
uto (nckaxkenne, pampcudukanuro) [1/IH, a Takxke 3a HEMPaBOMEPHOE BMENIATEITh-

CTBO B IPOIIECCHI UX aBTOMATU3UPOBAHHON 00pabOTKH.
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9 CnucoK NCNMOJIb30BAHHBIX HCTOYHHKOB

OCHOBHBIMM HOPMAaTHUBHO-IIPABOBBIMM U METOJAMYECKUMHU JOKYMEHTaMH, Ha
KOTOpbIX Oazupyetcs HacTosiiee [lonoxkenue sBIsIOTCS:

1 ®enepanbubiii 3akoH ot 27.07.2006 r. Ne 152-03 «O nepcoHaiIbHBIX J1aH-
HbIX» (nanee — P33 «O mepcoHAIbHBIX AAHHBIX»), YCTAaHABIMUBAIOIIUM OCHOBHBIC
OpUHLHKIBL U ycioBus oOpabGotku IIJIH, mpaBa, 00s3aHHOCTH U OTBETCTBEHHOCTH
YYaCTHUKOB OTHOULIEHHI, CBSI3aHHBIX ¢ 00padoTkoi [1/1H.

2 «[lonoxenne 06 obecriedyeHNMM OE30MACHOCTU MEPCOHANBHBIX JAHHBIX IPU
X 00paboTKe B MH(POPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX JIAHHBIX)», YTBEPKICH-
Hoe [loctanoBnennem [IpaBurensctBa PO ot 17.11.2007 1. Ne 781.

3 «I[lopsimok mpoBeaeHus: KaaccubUKaAIM UHPOPMAIMOHHBIX CHUCTEM TMEpPCOo-
HaJIbHBIX JTaHHBIX», YTBEPKACHHBIN coBMeCTHBIM [Ipukazom @CTOK Poccun Ne 55,
®Cb Poccun Ne 86 u Munundopmcsszu PO Ne 20 ot 13.02.2008 r.

4 «IlonoxxeHue 00 OCOOCHHOCTAX OOpPAOOTKH TEPCOHATIBHBIX JaHHBIX, OCY-
HIECTBIISIEMOM 0€3 MCIOJIb30BaHMs CPEACTB aBTOMAaTH3alUn», yTBepkaeHHoe [locTa-
HoBJlieHueM [IpaButenbctBa PO ot 15.09.2008 1. Ne 687.

5 «TpeboBanMs K MaTEPUATIBHBIM HOCUTENISIM OMOMETPUUYECKUX TIEPCOHATBHBIX
JAHHBIX U TEXHOJIOTHSIM XPAHEHMs] TaKUX JAHHBIX BHE WMH(OPMAIIMOHHBIX CHUCTEM
IIEPCOHAIBHBIX JTaHHBIX», yTBepKAcHHbIE [locTaHoBieHueM IIpaBurensctBa PO ot
06.07.2008 r. Ne 512.

6 HopMatuBHO-MeTOMMUYECKHE TOKYMEHTHl DefiepanbHON CITy:KObI M0 TeXHH-
YECKOMY U 3KcIepTHOMY KOHTpouto Poccuiickoit @enepannu (nanee - ®CTIK Poc-
cun) 1o obecriedenuto 6e3onacuocTu [1/1H npu nx odpadorke B UCIT/H:

7 PexomeHnaum o obecrneyeHno 0e30MacHOCTH MEPCOHABHBIX JaHHBIX TPU
ux 00paboTKe B MH(MOPMAIIMOHHBIX CUCTEMAX MEPCOHANBHBIX AAHHBIX, YTB. 3aM. Ju-
pektopa ®CTOK Poccuu 15.02.08 r. (JICIT)

8 OCHOBHBIE MEPOIPHUATHS MO OPraHU3alMH U TEXHHUYECKOMY O00ECTIeUeHHUIO
0€30MacHOCTH MEPCOHANIBHBIX JaHHBIX, 00padaThiBaeMbIX B MH(OPMAILIMOHHBIX CH-

CTeMax MEPCOHANBHBIX AaHHBIX, YTB. 3aM. aupekropa PCTOK Poccum 15.02.08 r.

(ACII)
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9 bazoBast Mojenb yrpo3 6€30MacHOCTH NMEPCOHABHBIX JaHHBIX TPU X 00pa-
00Tke B MHGOPMAIMOHHBIX CHCTEMAaX MEPCOHAIBHBIX JAaHHBIX, YTB. 3aM. AUPEKTOpa
OCTIK Poccun 15.02.08 r. (ACII)

10 MeTtonuka ompeeneHus] akTyalbHBIX YIpo3 0€30MacHOCTH MEePCOHATBHBIX
JAHHBIX TIPU UX 00paboTKe B MH(MOPMAIIMOHHBIX CHCTEMaX MEePCOHAIBHBIX JTaHHBIX,

yTB. 3am. qupektopa PCTIK Poccum 15.02.08 r. (ACIT)
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Hpunoxenne 1

Ne [Inan - mepeyeHb TEXHUYECKUX MEPONpUATHii o obecneueHnn 6e3onacHoctr MCIT/] K3 K2 K1
| B noacucreme ynpasieHus: JOCTYIIOM:
Peanu3oBath MACHTH(UKALMIO U TIPOBEPKY MOJIMHHOCTH CYOBEKTOB JIOCTYTA MPH
1 Bx0ji¢ B onepanuonnyto cuctemy UCII/{x mo maposto ycnoBHO-TIOCTOSIHHOTO JIeH- + + +
CTBUS, ITUHON HE MEHee IIecTH OYKBEHHO-IIU(POBBIX CUMBOJIOB;
PeanuzoBath uaeHTHGUKAIINIO TEPMUHATIOB, TEXHUUECKUX CpeAcTB 00paboTku [1/1H,
2 y3n0B UCIIJIH, KOMITbIOTEPOB, KaHATIOB CBsI3H, BHEIIHUX ycTpoiicTB MCIIIH mo ux - + +
JIOTUYECKUM UMEHaM (aJipecam, HoMepam);
3 PeevlnnsoBaTvb UACHTU(DHUKAINIO TIPOTPaMM, TOMOB, KaTajoros, (haiiyios, 3amucei, mo- i + +
Jier 3amrcen mo UMeHaM;
4 Peanu3oBaTh KOHTPOJB I0CTYIA CYOBEKTOB K 3aIIMIIAEMBIM PECYPCaM B COOTBET- i + +
CTBUHU C MaTpUIEH JOCTYyIa;
npu Haymunu noakroueHuss MCIIIH k ceTsM o011ero moiab30BaHus TOJDKHO TIPUMeE- He umxe 5-ro He mmxe 4-ro He anxe 3-ro
5 HATHCSI MEXKCETEBOE SKPAHUPOBAHHUE. YpOBHSI 3allli- | YpOBHS 3allld- | YPOBHS 3allu-
HIEHHOCTH IIEHHOCTH IEHHOCTH
st oGecnieuenust 6e3onacHoro MexcereBoro B3aumoaeicTeus B UCI[Iu s pas- He amxe 5-to He amxe 4-ro He mmxe 3-1o
6 HBIX KJIACCOB HEOOXOJMMO HCIIOJIb30BaTh MO YPOBHSI YPOBHSI YPOBHSI
3aIUIIEHHOCTH | 3aIMIICHHOCTH | 3alUIICHHOCTH
1 CpencTBo 3aluThl OT MPOrpaMMHO MaTemMaTudeckux BosaehcTeuii (IIMB):
PeanuzoBath uaeHTHGUKAIIUIO U ayTEHTU(PUKALNIO CyOBEKTOB IOCTYIa IPU BXOJIE B
CPEJCTBO 3alllUThI OT MPOrpaMMHO MaTemMaTuueckux Bo3aeicteuil (IIMB) u nepen
1 BBITIOJTHEHHEM UMU JTFOOBIX OTepalliii o yIpaBiIeHUIO GYHKIMSIMHI CPEACTBA 3alllH- + + +

T 0T [IMB 1o naposnio (Wiau ¢ UCIoIb30BaHNEM MHOTO MEXaHU3Ma ayTeHTH(UKa-
IIUH) YCIOBHO-TIOCTOSIHHOTO JEHCTBUS ATMHON HE MEHEE IIeCTH OyKBEHHO-
M (POBBIX CHMBOJIOB;
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Ocy1iecTBIATh KOHTPOJIb JIIOObIX JEHCTBUI CyOBEKTOB JOCTYIA 10 YIPABICHUIO
bynkuusamu cpenctsa 3amuTsl oT [IIMB TonbKO 1ocie npoBeeHNs ero yCenHon
ayTeHTU(UKALUY;

[IpenycmoTpeTs MexaHU3MBI OJIOKMPOBAHUSI IOCTYIIA K cpeacTBaM 3amuTsl oT [IMB
IIPU BBIMOJHEHNUN YCTAHABIMBAEMOI'O YMCIIA HEYAAYHbIX MOMBITOK BBOJIA MAPOJIS;

HeoOxoaumo npoBoauTh uaeHTUGUKaLKIO (DaiiIoB, KaTaaoroB, MPOrpaMMHBIX MO-
JlyJIeil, BHEIIHUX YCTPOMCTB, HCIOJIB3YEMBIX CPEACTB 3aluThl 0T [IMB;

B noacucreme perucrpanuu u ydera:

OcCymiecTBIATh PErUCTPAIMIO BX0a (BBIX0/1a) CyOBEKTa JOCTyIa B CUCTEMY (U3 CH-
CTEMBI), INOO PETUCTPALIUIO 3aTPy3KU M WHUIIMATH3AIMHA ONIEPAIMOHHON CUCTEMBI U
ee MPOrpaMMHOT0 OCTaHOBA. Perucrpanus BbIXo/1a U3 CUCTEMbI MJTH OCTaHOBA HE
IPOBOJIUTCS B MOMEHTHI anmnaparypHoro otkiatodenus UCIT/IH. B mapamerpax peru-
CTpaIli¥ YKa3bIBAIOTCS J1aTa U BpeMs BXOJa (BbIX0a) CyObEKTa JOCTYIa B CUCTEMY
(M3 crcTeMBbI) WM 3arpy3Ku (OCTaHOBA) CUCTEMBI;

[TpoBoAMTH yueT Bcex 3alllMiIaeMblX HOCUTENEeH NHPOPMAIIUU C TIOMOIIBIO UX JIF000M
MapKUPOBKH U C 3aHECEHHEM YUYETHBIX JAHHBIX B )KYpHaJ (YUETHYIO KapTOUKY);

[TpoBOIUTH peTUCTPAIMIO BX0/1a/BBIX0Ja CYOBEKTOB JOCTYIA B CPEJICTBO 3ALIUTHI OT
IIMB, perucrpanuto 3arpy3k1 1 HHULMAIU3ALUH 3TOTO CPECTBA U €€ IPOTrPaMMHO-
ro ocTaHoBa. B mapameTpax perucrpanuu yka3blBaeTcsi BpeMs U JaTa BX0/Aa/BbIX0/1a
cyObeKkTa jocTyna B cpecTBO 3amuThl oT [IMB umu 3arpy3ku/octanoBa 3Toro cpef-
CTBa, a TaKXKe UIeHTU(UKATOP CyOBEKTa JOCTYIA, MHUIUMPOBABLIETO IaHHbIE JCH-
CTBUS;

[TpoBoaMTH perucTpanuio coobITUl npoBepku 1 oOHapyxeHus [IMB. B napamerpax
perucTpalmy yKa3blBalOTCS BpeMs U JjaTa IpoBepku win obHapyxenus [IMB, nnen-
TU(UKaTOp CyOBEKTa AOCTYIA, MHUIMUPOBABILIETO JJAHHBIE JEHCTBUS, XapaKTep BbI-
MOJIHSEMbIX ASUCTBUI MO MPOBEPKE, THI 0OHAPYKEHHON BPEJOHOCHOM MPOrpamMMbl

(BIT), pe3ynbTat AeiCTBUIA CpeACTBA 3alTUTHI 10 OyiokupoBanuio [IMB;

[IpoBOIUTH pErucTpanuio COOBITHI MO BHEAPEHUIO B CpeaACTBO 3anuThl oT [IMB ma-
KETOB OOHOBJICHUH. B mapaMeTpax perucTpanuu yKa3plBarOTCs BpeMs U 1aTta 0OHOB-
JIeHUs], UJCHTU(PHUKATOP CyObEeKTa 10CTyIa, MHUIIMMPOBABILETO JAHHOE JIEUCTBHE
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BCPCHA U KOHTPOJIbHAA CyMMa I1aKCTa 06HOBJ'ICHI/Iﬂ;

[TpoBOIUTH perucTpanuio coObITUI 3ayCcKa/3aBepIieHus paboThl MOAYJIEH CpecTBa
zamuTsl oT [IMB. B mapameTpax perucrpannu yka3slBaloTCs BpeMs U J1aTa 3aIryc-
Ka/3aBepIeHus paboThl, HACHTU(UKATOP MOAYJISA, HICHTH(PHUKATOP CyObEKTa JOCTY-
na, MTHAIMHPOBABILETO JAHHOE JICHCTBUE, PE3yIbTaT 3aIlycKa/3aBepuieHus: paboThI;

JIOJKHA TIPOBOAMTHCS PErUCTPALlUs COOBITHIA yIIpaBlIeHUs] CyOBEKTOM JOCTYIa
¢ynkuusamu cpenctsa 3amuTsl oT IIMB. B napamerpax perucrpannu yka3biBaroTCs
BpEMsI U J]aTa COOBITUS YIIPaBICHUs KaK10M (pyHKUMEH, UIEHTU(PUKATOP U CIIELIH-
bukanus GyHKIMY, 1IEHTUPUKATOP CyObEKTa AOCTyNA, MHUIIMAPOBABIIETO JAaHHOE
JICUCTBUE, PE3YIbTAT ICHCTBUS;

[TpoBOAMTH perucTpanuio COObITUH MOMBITOK JOCTYIA MPOrPAMMHBIX CPEICTB K MO-
IyJsM cpencTsa 3amuThl oT IIMB win cnenuansHbeiM JoBymkaM. B napamerpax pe-
TUCTpAIlMU YKa3bIBAIOTCS BPEMS U J1aTa MOMbBITKU AOCTYTA, HACHTU(DUKATOP MOAYIIS,
UJAECHTUPUKATOP U crienupUKaIys Moays cpeacTsa 3amutel oT [IMB (cnenuanbHOM
JIOBYIIKH), PE3yJIbTAT MOMBITKU JI0CTYNA;

[TpoBoaUTH perucTparnuio coObITUi OTKaTa Ui cpeacTsa 3ammTel oT [IMB. B mapa-
METpax perucTpanuy yKa3blBaloTCs BpeMs U J1aTa COOBITHS OTKaTa, crienupuKaius
JeicTBUH OTKaTa, HACHTUPHUKATOP CyObEKTa JOCTYyIa, HHUIIMMPOBABILIETO JTaHHOE
JICUCTBUE, PE3YIbTAT ICUCTBUS;

10

ObecneunTh 3aIUTy JAHHBIX PETUCTPALMU OT UX YHUUTOKEHHS UM MOIU(PUKALUT
HapyIIUTETIEM;

11

Peanu3oBarh MEXaHU3MBI COXPAHEHUS JAHHBIX PETUCTPALUU B CIIy4ae COKPAILCHUs
OTBEJECHHBIX 10/ HUX PECYPCOB;

12

Peanu3zoBarh MeXxaHM3MBbI IPOCMOTPA U aHANIM3A JAHHBIX PErUCTPaLU U UX (PUIIb-
TpaLUU 110 33JaHHOMY HAabOpy MapaMeTpoB;




143

13

[TpoBoANTH aBTOMATHUECKUI HEPEPHIBHBI MOHUTOPUHT COOBITHI, KOTOPBIE MOTYT
ABJISITHCS TpuunHON peaninzanuu [IMB (coznanue, penakTupoBaHue, 3aUCh, KOMITH-
TSt 00BEKTOB, KOTOPhIE MOTYT cofepxarh BII).

14

Peanmu3oBaTh MexaHH3M aBTOMAaTHYECKOI'O aHaJIu3a JAaHHBIX PEruCTpanmu mo mra0Jo-
HaM TUTIOBBIX TiposiBiieHui [IMB ¢ aBToMaTH4eckuM uX OJIOKMPOBAHUEM U YBEIIOM-
JICHUEM aJIMUHHCTpaTopa O€30MaCHOCTH;

15

[TpoBOANTH HECKOIBKO BUJOB y4eTa (AyOIMpYIOMINX) C perucTpalyeii Bpiauu (1pu-
eMa) HocuTese nHpopMaluu;

16

Ocy1ecTBIATh PErUCTPALMIO BXOa (BbIX0/1a) CYOBEKTOB JIOCTYIA B CUCTEMY (U3 CH-
CTEMBI), TUO0 pErucTpanus 3arpy3ku 1 HHUITMATN3AUNA OTIEPAIITHOHHON CHCTEMBI.

17

OcymiecTBIATh PErUCTPaLMIO BbIIaYM [I€YaTHBIX (IpauecKux) JOKyMEHTOB Ha
«TBEpAYIO» KONUI0. B mapameTpax perucrpanuu yka3bplBatoTcs (1aTa U Bpemsi BblJa-
yn (0OpalieHus K IOJCHCTEME BBIBOIA), CIENU(UKAIUS YCTPOKUCTBA BBIAYN — JIOTHU-
yecKkoe UMs (HOMep) BHELIHETO YCTPOICTBa, KpaTKoe cosiepkaHue (HauMEHOBaHHUE,
BU, P, KOA) ¥ YpOBEHb KOHPHUACHIINAIBHOCTH JOKYMEHTA, HICHTH()UKATOP
CcyObeKTa J10CTyNa, 3alPOCUBILIETO TOKYMEHT;

18

OcymiecTBIATh PErucTpaltio 3arycka (3aBepLieHus ) IporpaMM U MpoLeccoB (3a1a-
HUH, 33/1a4), IpeIHa3HAYEHHBIX 715 00pa0OTKH 3aIuIaemMbIx ¢aitioB. B mapamer-
pax perucTpaluy yKa3blBaroTcs JaTa U Bpems 3amycka, uMs (WIeHTU(UKaTop) mpo-
rpaMMBI (IIpoLecca, 3a1aHus), 1IeHTU(UKATOp CyOBbeKTa JOCTYIa, 3alIPOCUBLIETO
nporpaMmy (Ipolriecc, 3alaHue), pe3yybTaT 3amycka (yCrenHbli, HeyCIelHbIi — He-
CaHKLIMOHUPOBAHHBIN),

19

OcCymecTBIATh PErUCTPALIMIO MOTBITOK JOCTYIA MPOrPAMMHBIX CPEACTB (IIPOrpaMM,
MIPOLIECCOB, 3aJ1a4, 3aJJaHui) K 3amuIacMbIM (aiiaam. B mapamerpax perucrpanuu
yKa3bIBaIOTCS J1aTa U BpeMsl MOMBITKH JIOCTYTIA K 3allUIIaeMoMy (ailry ¢ yka3aHuem
ee pe3ynbTara (ycHemHasi, HeyclenHas — HeCaHKLIMOHUPOBaHHas ), UACHTUPUKATOP
cyObeKTa ocTyna, cnenudukanys 3amuniaeMoro daina;
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20

OcCy1IecTBISTh PETUCTPALIHIO MOIBITOK JOCTYIIA MPOTPAMMHBIX CPEJICTB K CIEIYIO-
IMM JIOTIOJHUTENBHBIM 3alIMIIaeMbIM OOBEKTaM JOCTYIIA: TEPMHUHAIAM, KOMITBIOTE-
pam, y3iam cetu MCII1/{H, muHMsIM (KaHagaMm) CBSI3HM, BHEIITHAM YCTPOWCTBAM KOM-
IBIOTEPOB, TPOrpaMMaM, ToMaM, KaTtajsoram, (aiiinam, 3amucsM, ImoJsM 3anucei. B
napaMeTpax perucTpalliy yKa3bIBaIOTCS JaTa M BpeMs MOMBITKY JOCTYyIa K 3aIlHIla-
eMoMy OOBEKTY C YKa3aHUEM ee pe3ysibraTa (yCHelHas, HeyCIelHas — HECaHKIHO-
HUPOBaHHAas), UIEHTU(PUKATOP CyOBEKTa TOCTYIA, CieU(PUKAIIS 3aIIHUIAEMOT0
00BEKTa — JJOTHYECKOE UMS (HOMED);

21

[TpoBOIUTH yueT Bcex 3allUIaeMblX HOCUTENEeH HH(POPMALIMU C TOMOILBIO UX Map-
KHPOBKH U C 3aHECEHHEM YUYETHBIX JIaHHBIX B XKYpHaJ (YUETHYIO KapTOUKY);

22

OcymiecTBIATh OYUCTKY (0OHYJIeHHE, 00e3TMUUBaHKE) 0CBOOOKAAEMBIX 00acTen
OTIEPATUBHOM NMaMSITH KOMITBIOTEPOB U BHEITHUX HaKonuTesei. OuncTka ocyIiecTB-
JsIeTCsl OJHOKPATHOM NMPOU3BOJIBHOM 3aMUChI0 B OCBOOOKAAEMYIO 00JaCTh NaMSTH,
paHee UCIIONIb30BaHHYIO JUISl XPAHEHHUS 3allUIIaeMbIX JaHHbIX ((aiiiaoB, nHpopMa-
LK),

B noacucreme obecredyeHus EITOCTHOCTH

O6ecneunTh 1ENTOCTHOCT MPOTrPaMMHBIX cpecTB 3auThl B coctaBe C3I1/1H, a Tak-
K€ HEeU3MEHHOCTb ITPOrpaMMHOI cpelibl. IIpu 3TOM LIeNOCTHOCTD CPECTB 3aALIUThI
IIPOBEPSIETCS MPU 3arpy3Ke CUCTEMBI 110 HAJTMUNIO UMEH (MIEHTU(UKATOPOB) KOMIIO-
HeHT C3I1/IH, 1e1oCTHOCTh MPOrpaMMHOI cpe/ibl 00eCTIeYMBAETCsl OTCYTCTBHEM B
WCTI/In cpencts pa3paboTKH U OTIAAKU NPOrpamMm;

OcymectBiath ¢puzndeckyto oxpany UCII/IH (ycTpoiicTB u HOcUTenel uHpopma-
1IUM), IpelycMaTpuBaroias KoHTpoJib goctyna B nomemenuss MCI1/Ix noctoponHnx
T, HAJIMYME HAJEKHBIX IPEIATCTBUN Ul HECAHKLIIMOHUPOBAHHOI'O IIPOHUKHOBE-
Hus B nomenienust MCIJIH u xpanunuie Hocutened nHdopManuu;

[TpoBoauTh nepuonnveckoe trectupoanne pynkuuit C3I1AH npu u3MEeHEHNUHU Npo-
rpaMMHO#1 cpeabl U nnepconana MCITAH ¢ moMonibpio TeCT-MporpaMm, UMUTHPYIOIIUX
nonbiTk HC/I;

JIOJIKHBI OBITH B HAIMYKMHU cpesicTBa BoccTanoBieHus C3I1/IH, nmpegycmaTpuBatoniye
BEJICHHUE JIBYX KOMUI MPOTPaMMHBIX CPEJICTB 3AIUTHI HMHPOPMALIUH, UX TTEPUOANYE-
CKO€ 0OHOBJIEHHE U KOHTPOJIb PaO0OTOCTIOCOOHOCTH;
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[TpoBOIUTH MPOBEPKY MEIOCTHOCTH MOJYJICH cpeacTBa 3amuThl oT [IMB, Heo6xo-

S) JUMBIX ISl €r0 KOPPEKTHOTO (PYHKIMOHUPOBAHUS, IPU €T0 3arpy3Ke ¢ HCII0JIb30Ba-
HUEM KOHTPOJIBHBIX CYMM;
O6ecneunTh BO3MOKHOCTh BOCCTAHOBJIEHUS CpecTBa 3amuThl oT [IMB, npexycmar-
6 pHUBaroIas BEICHNE ABYX KOIMI IPOrpaMMHOI0 CPEICTB 3aIMTHI, €r0 NEpUOJuIe-
CKOe OOHOBJICHHE U KOHTPOJIb pab0TOCTIOCOOHOCTH;
Peann3oBaTh MEXaHU3MBbI IPOBEPKH LIEIOCTHOCTH TAKETOB OOHOBJIEHUH Cpe/ICcTBa
7 3amuThl OT [IMB ¢ ucnosib30BaHNEM KOHTPOJIBHBIX CYMM;
[TpoBoauTh pesepBHOE KonrpoBaHue I1/[H Ha oTYyXJaeMble HOCUTENN HHPOPMALIUH;
8
V B noacucreme aHTUBUPYCHOW 3aIIUTHI:
IIpoBOaMTH aBTOMATUUYECKYIO ITPpOBEpKY Ha Hanuuue BII winu nocneacreuii [IIMB
1 npu ummnopre B UCII/IH Bcex mporpaMMHBIX MoJtyJiel (MPUKJIaJAHBIX IPOrpaMM), KO-
TOpbIE MOT'YT coziepkaTh BII, mo ux TUNOBBIM 1a0JI0HAM U C TOMOILBIO IBPUCTHYE-
CKOI'0 aHAJIN3a;
PeannzoBaTh MEXaHU3MBI ABTOMAaTHYECKOIO OJI0KMpOBaHMs 0OHapykeHHbIX BII my-
2 TEM UX yJaJICHMs U3 MIPOrPaMMHBIX MOIYJIEN UM YHUUTOXKECHHUS;
PerynsipHo BBIOTHATH (IpU TIepBOM 3amycke cpeacTs 3amuThl [1/]H o [IMB u ¢
3 yCTaHaBIMBAaEMOM MEPUOIUYHOCTHIO) TIPOBEPKA Ha MpeaMeT Hamuuus B HuX BII;
JomxHa nHunuupoBatbes aBromarnyeckas npoepka UCII/Ix Ha npeamer Hanuuus
4 BII npu BeisiBnenuu akra [IIMB;
Peanu3oBarh MEXaHU3M OTKaTa JJI1 YCTaHABIMBAEMOIO YUCa ONEepalui yAAICHUs
5 BII u3 onepatnBHOI WM TOCTOSIHHOW ITAMSITH, U3 IIPOIPAMMHBIX MOIYJIEN U NPH-
KJIQJHBIX IPOTrPaMM HJIM POTPaMMHBIX CPEACTB, coaepkanmx BII.
6 Hononaurensno B UCII/IH nomxeH npoBOaUTHCS HENPEPHIBHBIA aBTOMATUYECKHI
MOHHTOPHHT MH(POPMAIIMIOHHOTO OOMEHA C BHEITHEH CEThIO C 1eNbo BhisiBieHus BIL.
Vi KonTpons orcyrersus H/IB B 110 C31
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Jis mporpaMMHoOro o0ecrieueHusl, UCoib3yeMoro npu 3amure uHdopmaruu B C-
[T1u (cpencts 3amuTsl nHGpOpManuu — C3M, B TOM yuciie ¥ BCTPOCHHBIX B 00IECH-
1 CTEMHOE M MIPUKJIaJHOE TTporpammHoe ooecnieueHue — [10), momkeH ObITH 0OecTIeUeH + + +
COOTBETCTBYIOIIUN ypOBEHb KOHTPOJI oTcyTcTBUs B HEM H/IB (He neknapupoBan-
HBIX BO3MOKHOCTEH).

VIl O6napyxenue Bropxxennii B UCI1/In

OOHapyxeHue BTOPKEHUH JOIKHO 00ecrieunBaThes IyTeM UCIIOJIb30BaHUs B COCTa-
Be VICII/IH mporpaMMHBIX HJIH IPOTPAMMHO-AINIAPATHBIX CPEJICTB (CUCTEM) OOHA-
pyxxenust Bropxkenuii (COB).

Heob6xoaumMo 00s13aTeIbHOE UCTIONB30BAHUE CHCTEMbI OOHAPYKEHUS CETEBbIX aTak,
VICIIOJIb3YIOIIME CUTHATYPHBIE METOBI aHAJIN3A

Heob6xoaumo 00s13aTeIbHOE UCTIONB30BAHNE CHCTEMbI OOHAPYKEHUS CETEBbIX aTak,
UCIOJIb3YIONINE CUTHATYPHbIE METOIbl aHAJIM3a U METO/bI BISIBJICHUS aHOMAJIUN

VI 3ammra UCIn ot [IDMUH

Jlist 06paboTku nHpopManuu HeoOXoauMo ucnoib3oBath CBT, ynosierBopsitomniye
TpeboBaHusAM cTaHAapToB Poccuiickoit denepariuy 1o 31eKTPOMarHuTHOM coOBMe-
CTUMOCTH, TI0 0€30MaCHOCTH ¥ YPTOHOMUYECKHM TPEOOBAaHUAM K CPEJICTBAM OTOO-
pakeHus HH(OpMAIMHU, 10 CAHUTAPHBIM HOPMaM, MPEABSABISEMbIM K BUJCOHC-
wieiiHeIM TepMmuHaiaM [I19BM (ranpumep, TOCT 29216 91, TOCT P 50948-2001,
I'OCT P 50949-2001, I'OCT P 50923 96, CanlluH 2.2.2.542 96).

IX Onenka coorBercTBust MCIIIH TpeboBanmsm O6e3omacHoctr [1/10

[TpoBecTn 00s13aTeNbHYIO CepTU(UKALIUIO (aTTeCTAIMIO) [0 TpeOoBaHUsAM Oe3omac-
HOCTH MH(pOpMaLNK;

JlexnapupoBaTh COOTBETCTBUE WM 00s3aTENbHYIO CEPTU(PUKALINIO (aTTECTALUIO) IO

+ - -
TpeboBaHUsIM O€30MacCHOCTH HHGOPMAIINH (TI0 PEIICHUIO OTIEPaTopa);

[Tpumeuanue: s UCIT[In 4 knacca nepeuenb Mmeponpusituii o 3auute [1/IH onpezaensercst B 3aBUCUMOCTH OT yiepda Ko-

TOpBIfI MOJKET OBITH HAHECEH B CJICACTBUU HCCAHKIIMOHHUPOBAHHOI'O WJIXM HEIIPCIHAMCPCHHOI'O JJOCTYIIA K HI[H
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